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Stretnutie 3:

Spanning Tree Protocol
a jeho varianty

SWITCH Modul 3

Niektoré fakty o €innosti prepinaca

= Ethernetové prepinale patria do rodiny tzv.
transparentnych mostov (transparent bridge)

= Pripojené stanice nevedia o jeho existencii
= Ramec sa prechodom cez switch nemodifikuje
= Prepina¢ sa uci pasivnym ¢&itanim zdrojovych MAC
adries z prenasanych ramcov
= Doru€ovanie ramcov je riadené ciefovou MAC adresou
a MAC tabulkou vytvorenou priebeznym ucenim sa
= Ramce pre znamych prijemcov — len prisludnym portom
= Ramce pre neznamych prijemcov — vSetkymi ostatnymi portami

= Toto plne automatizované spravanie sa switcha
spOsobuje problémy pri redundantnom dizajne siete

Co chceme dosiahnut redundanciou?

= Cielom redundantnej topologie je eliminovat' sietové vypadky
spdsobené vypadkom centralnych prvkov siete

Server/

Host X Router Y
I’

= RieSenim tohto nemilého problému je redundancia sietovych prvkov
= Existencia zaloznych prvkov a ciest

Co chceme dosiahnut redundanciou?

= Cielom redundantnej topologie je eliminovat’ sietové vypadky
spdsobené vypadkom centralnych prvkov siete

Server/

Host X Router Y

= RieSenim tohto nemilého problému je redundancia sietovych prvkov
= Existencia zaloznych prvkov a ciest




Co chceme dosiahnut redundanciou?

= Ciefom redundantnej topologie je eliminovat’ sietové vypadky
spOsobene vypadkom centralnych prvkov siete

Server/
Host X

Router Y

Ak vypadne centralny
prvok siete, zlyha
komunikacia

= RieSenim tohto nemilého problému je redundancia sietovych prvkov
= Existencia zaloZnych prvkov a ciest

Jednoducha redundantna prepinana
topoldgia

Server/
Host X Router Y
Segment 1
4 =,
Switch A @ @ Switch B
Segment 2

Host Z

Jednoducha redundantna prepinana
topologia

Server/

Host X Router Y

Vf’padc'k Segment 1
prepinaca
A
Switch A Switch B
Obnova
komunikacie

cez zaloZnu

ent 2 trasu a

Switch A

S
prepinaé

Priklad: ARP cache na stanici X
Server/ obsahuje zaznam pre router Y.

Host X

Prepinate maja mapovanie
5 MAC-X/Port, MAC-Y/Port.
Unicast Xna Y

Ak X posle unicast ramec routeru
Y, prijmu ho oba prepinace.

Oba prepinaée preposli ramec
spravnym portom k routeru Y.

Segment 2

Router Y

Problém 1:
Router Y prijme viaceré kopie
toho istého ramca.




Problémy s konektivitou (2)

Server/
Host X

Unicast XnaY

Switch A

Segment 2

Router Y

Priklad: Stanica X pozna MAC
adresu routera Y.

Prepinate nemaju mapovanie
MAC-X/Port, MAC-Y/port.

Ak X posle unicast ramec routeru
Y, prijmu ho oba prepinace,

Pretoze MAC-Y nepoznajl, posli
ramec vietkymi ostatnymi portmi.

A prijme ramec od B, B od A.
Vytvoria nové mapovanie MAC-
X/Port na port v segmente 2.

MAC-Y stale nie je znama, ramec
sa preto odosle vietkymi
ostatnymi portmi a situacia sa
zatne opakovat'.

Problémy s konektivitou (3)

Server/
Router Y
= Host X
N
Q
S
]
Segment 1
= =
Switch A @3 Switch B
Segment 2

Pridanim druhého prepinaca
vznikla v sieti slutka.

Problémy s konektivitou (3)

Switch B

Cast komunikacie na
ethernetovych LAN sietach
je broadcast(-alike).

Prijaty broadcast musi
prepinac poslat’ na vetky
ostatné vystupné porty.

To isté urobi aj druhy switch.

KedZe ramce nemaju TTL,
vznikne v sieti nekonectné
rozosielanie B-cast ramcov.

Broadcast Storm

Broadcasty spotrebuju
podstatna éast prostriedkov
siete i pripojenych stanic.

Spanning Tree Protocol

= Fyzické slucky v sieti su nevyhnutné

= SU prostriedkom pre redundanciu zariadeni a prepojov

= To, co chceme v skutoCnosti eliminovat, su Layer2 slucky
= Preposielacie slucky spdsobené logikou €innosti switcha

= Tento problém rieSi rodina STP protokolov
= STP hlada v sieti kostru (maximalny acyklicky faktorovy podgraf)
= Existuje viacero variantov STP, zakladny princip maju zhodny
= Kostra siete vznika ako strom najlepSich ciest od kazdého switcha

k jednemu referenénéemu bodu — root bridge-u

= Metriky“ ciest su vytvorené tak, aby tvorili Uplné usporiadanie
a aby v Ziadnej sieti neexistovali dve rovhocenné cesty

= Inymi slovami, z pohfadu jedného switcha bude vzdy existovat
prave jedna najlep$ia cesta k root bridge-u, nikdy nie viac




Verzie STP

= Zakladna verzia STP sa vola Legacy 802.1D
= Zo sU&asnej verzie Standardu IEEE 802.1D je vypustena

= Zrychlena verzia STP sa vola Rapid STP, 802.1w
= V sucasnosti je su¢astou Standardu 802.1D

=Verzia podporujuca viaceré inStancie nad jednou
prepinanou sietou sa vola Multiple STP, 802.1s

= V sugasnosti je suast'ou Standardu 802.1Q

= Cisco ma vlastné varianty STP a RSTP
= PVST, RPVST — STP a RSTP pre kazd VLAN nad ISL
= PVST+, RPVST+ — STP a RSTP pre kaZdu VLAN nad dot1q

Parametre switcha a portuv STP

BID - 8 Bytes
Bridge
ey MAC

Priority
= 2 Bytes — ik 6 Bytes — MAC address S
Range: 0 — 65.536

Default: 32.768
= Kazdy prepina¢ ma svoje BID = Kazdy port ma svoje PID

= Ma podobne ako BID dve ¢asti
= Konfigurovatelna priorita

= Od 0 do 255, Standardne 128
= Port Index

= Poradové cislo portu

= 2B: Konfigurovatelna priorita
= Standardne: 32768

= 6B: MAC adresa prepinaca

Extended Bridge ID (1)

= Standard 802.1D poZaduje, aby BID kazdého switcha bolo
jedinecné
= \/ sietach s VLAN a samostatnou inStanciou STP pre kazdu VLAN si
splnenie tejto poZiadavky vyZaduje, aby kaZzdy switch mal priradeny
priestor volnych MAC adries, ktoré méze pouzit v BID
= RieSenim je tzv. Extended BID podla IEEE 802.1t
= Priorita v BID (2B) sa rozdelila na dve polia
= Konfigurovatelna ¢ast v krokoch po 4096 (horné 4 bity)
= VLAN ID oznadujuce VLAN, v ktorej STP beZi (dal3ich 12 bitov)
= 802.1t je v sutasnosti integrovane do standardu 802.1D
* Na starSich switchoch sa pouzitie Extended BID dalo volitelne
zapnut alebo vypnut prikazom

|Switch(config)# spanning-tree extend system-id |

= Novsie switche tento prikaz zobrazuju v konfiguracii, ale realne
ho nie je mozné zrusit (pouzivaju Extended BID fixne)

Extended Bridge ID (2)

BID Fields

<~ Bridge ID - 8 Bytes —_—
Bridge 1D Without the s e
Extended System ID fidgo:Erlority ress

2 Bytes 6 Bytes

g—‘—r — R
Bridge ID With the : o . e
Extended System 1D Bridge Priority | Extend System ID AC Address

- «————> = >

4 bits 12 bits 48 bits
S~ . SN

System ID = VLAN 2 Bytes 6 Bytes




Cena portu v STP (Cost)

=S kazdym portom je spojena cena linky (cost)
= Standardne odvodena od momentalinej rychlosti rozhrania

= Je konfigurovatelna

= VyuZiva sa pri vypocte vzdialenosti od root switcha

= Existuje niekolko verzii Standardnych ohodnoteni cien
liniek na zaklade rychlosti rozhrania

Rychlost  [802.1D-2004 |802.1D-1998 | Pred 802.1D-1998
10 Gbps  |2000 z 1

1 Gbps 20000 4 1

100 Mbps 200000 19 10

10 Mbps  |2000000 100 100

Stavy portov v Legacy 802.1D

Disabled
(port vypnuty;
stav nie je
slicast'ou STP)

!

Blocking
(max. 20 sec)

'

Disabled:
Vypnuty port

Blocking: Spractva prijaté
BPDU. Neodosiela BPDU.
Neodosiela ani neprijima
datové ramce. Neuéi sa MAC
adresy.

Listening: Spraciva a
odosiela BPDU. Neodosiela
ani neprijima datové ramce.
Neuéi sa MAC adresy.

Listening
(max. 15 sec)

v

Port ozije

Learning: Spraclva a

Learning
(max. 15 sec)

v

Forwarding

odosiela BPDU. Neodosiela
ani neprijima datové ramce.
UEi sa MAC adresy.

Forwarding: Spracuva a
odosiela BPDU. Odosiela a
prijima datové ramce. UCi sa
MAC adresy.

Legacy 802.1D STP — format sprav

Bytes | Field
2 Protocol ID
1 Version

= Dva typy BPDU
= Configuration BPDU
= Posielané kaZdé 2 sek.

1 Message type

-

Flags

Root ID

Cost of path

Bridge ID

Port ID

Message age

Max age

Hello time

LG A (ST GO I\ T (e T I - e )

Forward delay

A

B

= Po zapnuti prepinaca

= Topology Chan

ﬂle
Notification (TCN) BPDU

Kto je root bridge

Ako daleko je root bridge

Aké je BID prepinaca,
ktory poslal toto BPDU

Ktory port odosielatela
vygeneroval toto BPDU

Root ID = Bridge ID

BPDU v STP, STP casovace
=\/ STP generuje BPDU iba root bridge

= Ostatné switche len prepoSli modifikované prijate BPDU, avSak
sami BPDU negeneruju

= Kazdy prepinac si na kazdom porte pamata najlepsie BPDU za
poslednych max_age sekund

Hello Time

Cas medzi odoslanim dvoch za sebou iducich
BPDU.

Standardne 2 s. Rozsah: <1, 10>

Forward Delay

Trvanie stavu Listening a Learning.
Standardne 15 s. Rozsah: <4, 30>

Maximum Age

Doba, pocas ktorej si port paméata najlepsie prijaté
BPDU.

Standardne 20 s. Rozsah: <6, 40>




Ulohy portov v STP topolégii

Uloha Popis

Root Port Port, ktory vedie po najlep8ej ceste k Root
Bridge-u. KaZdy non-root switch ma prave
jeden Root Port.

Port, ktory pripaja sietovy segment k zvysku
siete. KaZzdy sietovy segment méa prave
jeden Designated port.

Designated Port

Non-Designated Port Port, ktory je nadbytocny, lebo nie je ani
Root, ani Designated. Port bude
zablokovany.

Disabled Port Deaktivovany (vypnuty) port.

Rozhodovaci proces pri porovnavani BPDU

= STP stavia svoju €innost na schopnosti porovnat dvojicu
BPDU a vyhlasit, ktoré je lepSie (superior) a ktoré je
horSie (inferior)
= BPDU sa porovnavaju v tomto poradi parametrov:
= 1 — Root Bridge ID (ma dve ¢astil)
= 2 — Root Path Cost
= 3 — Sender Bridge ID (ma dve Castil)
= 4 — Sender Port ID (mé& dve Gasti!)
* 5 — Receiver Port ID (ma dve Gasti; porovnava sa len vynimocne)

» Parameter X sa porovnava len vtedy, ak su vSetky
predoslé parametre zhodné

= Lepsie je to BPDU, v ktorom sa pri danom poradi
porovnavania parametrov najde prvykrat nizSia hodnota

Postup budovania kostry v STP (1)

=V STP konstrukcia kostry prebieha v troch krokoch
= Krok 1: Volba root switch-a

= Kazdy switch sa po zapnuti povaZuje za root, t.j. SBID = RBID
= Akonahle switch prijme BPDU, v ktorom je RBID niZ8ie neZ prave
znamy, nahradi doterajSie RBID novym niz§im RBID
= Krok 2: Na kazdom ne-root switch-i volba root portu
= Root port je ten, ktory priﬂ'ma najlepsie vysledné BPDU spomedzi
vSetkych portov na switchi

= Vysledné BPDU: prijaté BPDU, ktorého hodnota RPC bola zvySena
o’,cost" portu, na ktorom bolo BPDU prijaté

= BPDU prislo s RPC=19
= Port ma cost 19
= Vysledné BPDU ma RPC 19+19=38
= Root port postupne prejde cez medzistavy do stavu Forwarding

Postup budovania kostry v STP (2)

= Krok 3: Na kazdom zapojenom segmente volba
Designated portu

= Designated port je ten, ktorého vlastné (odosielané) BDPU je
lepSie neZ vietky prijimané BPDU

= BPDU sa porovnavaju okamZite, bez uprav hodnét parametrov
= Designated port postupne prejde cez medzistavy do Forwarding

= V/Setky ostatné porty su nadbytocné a zostanu v stave
Blocking

= Co sme vlastne ziskali?
= Niektoré linky medzi switchmi su odblokované z oboch stran
= Designated port < Root port
= Ostatné linky medzi switchmi st odblokované len z jednej strany
= Designated port < Blocking port




STP - volba root bridge
a root portu

® Forwarding port
@® Blocking port

STP - volba root bridge
a root portu
® Forwarding port

@® Blocking port

Switch
S2 S3 5 reposle
Priority: 32769
MAC: 000A00333333

s3
Priority: 32769
MAC: 000A00333333

U, uvedie
Priority: 32769 v fiom svoje
aktualne RPC

MAC: 000A00222222

Prijimajuci
switch na
kazdom
porte:
Prijaty RPC +
coéttgortu
0+19=19

Root Bridge:
Fa0/2 f Rozposiela Fa0/2
DPFU

vset} gg
Priority: 32769 S‘éo (I:J%h Priority: 32769
MAC: 000A00111111 P MAC: 000A00111111

RPC =0
&

S S

Prijimajuci switch na

kazdom porte:

Prijaty RPC + cost portu
19+19=38

Prijimajuci switch na

kazdom porte:

Prijaty RPC + cost portu
19+19=38

STP - vol'ba root bridge
a root portu

STP - vol'ba root bridge
a root portu

® Forwarding port ® Forwarding port

@ Blocking port

@® Blocking port

Vysledné BPDU na

/

/

Switch Switch ychto portoch je horsie.
. rf‘:gé"’d- . rf‘l"go‘gled_ ebudu root portmi.
v fiom ‘Svoie. Priority: 32769 v fiom ‘svoie Priority: 32769
i AC: 000A00333333 i AC: 000A00333333
Prijimajuci Prijimajuci
switch na switch na
ka.‘;._tdom ka.‘}_tdom
porte: porte:
Prijaty RPC + Prijaty RPC +
coéttgortu coéttgortu I Root Ports

0+19=19 0+19=19

i ; Root port je ten,

Root Bridge: Root Bridge: ktory %porjnedzi
Rozposiela Rozposiela vsetkych portoy,
BDFU na BDPU na dostava najlepsie
vsetkych vsetkych vysledné BEOU.
FVoen Priority: 32769 svonen Priority: 32769
P MAC: 000400111111 e MAC: 000A00111111
RPC =0 RPC=0




Postup pri rozhodovani:
1 — Najnizsie Root BID
2 — NajnizSie RPC

STP - vol'ba

designated portov

Show spanning-tree na S1

Forwarding port .
@ ap 3 — Najnizsie Sender BID
fke stavy cking port 4 — Najnizsie Sender PID
tieto porty? 5 — NajnizZ3ie Receiver PID
Ako k nim S3
dospejeme? . _—
Priority: 32769 Priority: 32769
MAC: 000A00222222 MAC: 000A00333333
Designated port
AKé sta budeten, na ktorom
budii mat’ budu vsetky prijaté
tieto porty? BPDU horsie nez to,
Ako K nim ktoré sa tymto
dospejeme? portom odosiela.

S51# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000aA.0011.1111
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769
Address 0002.0011.1111
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 1281 P2p
Fa0/2 Desg FWD 19 1282 P2p

Designated
port

Show spanning-tree na S2

Show spanning-tree na S3

S2# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769
Address 000A.0022.2222
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.1 P2p
Fa0/2 Root FWD 19 128.2 P2p

S3# show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 000A.0011.1111
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769
Address 000A.0033.3333
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Altn BIK 19 128.2 P2p
Fa0/1 Root FWD 19 1281 P2p




STP Cinnost’' 2

® Forwarding port
@ Blocking port

Postup pri rozhodovani:

1 — Najnizsie Root BID

2 — NajnizSie RPC

3 — Najnizsie Sender BID
4 — Najnizsie Sender PID
5 — Najnizsie Receiver PID

R Fao/1
RN
&"J

Fa0/2
S1

Priority: 32769

Priority: 32769

STP Cinnost’ 2

® Forwarding port
@ Blocking port

Postup pri rozhodovani:

1 — Najnizsie Root BID

2 — NajnizSie RPC

3 — Najnizsie Sender BID
4 — Najnizsie Sender PID
5 — Najnizsie Receiver PID

Priority: 32769

MAC: 000A00111111 MAC: 000A00222222 MAC: 000A00222222
Root Designated Blocking
Bridge? porty? porty?
Postup pri rozhodovani: Postup pri rozhodovani:
STP éinnosts 3 1 — NajnizSie Root BID STP éinnosts 3 1 — Najnizsie Root BID

® Forwarding port
@ Blocking port

Fa0/10

Fa0/1

2 — NajnizSie RPC

3 — Najnizsie Sender BID
4 — Najnizsie Sender PID
5 — Najnizs$ie Receiver PID

Fa0/11 S1

Priority: 32769

MAC: 000A00111111
GioNM

® Forwarding port
@ Blocking port

RieSenie?
Fa0/1

2 — NajnizSie RPC

3 - Najnizsie Sender BID
4 — Najnizsie Sender PID
5 — Najnizsie Receiver PID

Fa0/11 S1

Priority: 32769

MAC: 000A00111111
Gio/M




Postup pri rozhodovani:

1 — Najnizsie Root BID

2 — NajnizSie RPC

3 — Najnizsie Sender BID
4 — Najnizsie Sender PID
5 — Najnizsie Receiver PID

STP - ¢innost’ 4

® Forwarding port
@® Blocking port

—iich A Switch B
MAC: MAC:
0c00c8110000 0c00c8111111
Def. priority: 32f68 Def. priority: 32768

Switch C Switch D
MAC: MAC:
0c00c8224222 0c00c8333333

Def. priority: 34768 Def. priority: 32768

4 Pocitanie
Vsetky porty best Root

Pocitanie Poéitanie Potitanie
designated designated designated
portu ha portu na portu na
segmente segmente segmente

SwitchA Root RB s
Bridge Designated a
Forwarding

Path Cost
(naj cesta k
RB)

Siet’ so skonvergovanym STP

= Siet, v ktorej STP naslo kostru, ma
= Eliminované Layer2 sluéky
= Jeden Root Bridge na VLAN
= Jeden root port na kaZzdy non-root switch
= Jeden designated port na kaZzdy segment
= Zablokované vSetky ostatné porty

= STP algoritmus nikdy nekoncCi a vyhodnocuje sa pri prijati
kazdého BPDU

Osetrenie topologickych zmien v STP

= V stabilnej topoldgii je cesta medzi PC Aa B cez B1, B2, B3, B4
= MAC tabulka je takisto stabilnd, poloZky expiruji po 300 s neginnosti

Blokované

Osetrenie topologickych zmien v STP

= V stabilnej topologii je cesta medzi PC Aa B cez B1, B2, B3, B4
= MAC tabulka je takisto stabilnd, poloZky expiruji po 300 s ne€innosti

Blokované




Osetrenie topologickych zmien v STP

= V stabilnej topolégii je cesta medzi PC Aa B cez B1, B2, B3, B4
= MAC tabufka je takisto stabilna, poloZky expirujd po 300 s neginnosti

Cestaje
\nepouiitel’né

MAC tabulka B1 B4 MAC tabulka pos

e stale platna je stéle platna
(300 sec max) (300 sec max)

Cestaje
nepouzitel'na

Co by mohlo byt riesenie?

STP - informacia o topologickej zmene

1) Switch posiela TCN BPDU v dvoch pripadoch:
= Pri prechode portu do stavu Forwarding
* Pri prechode poriu zo stavu Forwarding alebo
Leaming do stavu Blocking

Switch vy$sie prijme TCN BPDU cez svoj
Designated port

3) Switch vyssie nastavi Topology Change
Acknowledgment Flag v nasledujicej
konfiguratnom BPDU a posle ho spat’

= Po prijati TCA v BPDU swifch niZSie prestane
generovat TCN BPDU.

4) Switch vyssie posle TCN BPDU cez jeho Root
port blizSie k Root Bridge-u

2

—

5) Kroky 2 aZ 4 sa opakuju, dokial Root Bridge nedostane TCN BPDU
6) Root Bridge spatne potvrdi TCA

= V nasledujicej konfiguratnej BPDU naviac nastavi TC Flag
Root Bridge posiela konfiguracné BPDU s TC flagom

= Pofas Forward Delay + Max Age sekund (35 s)

8) Ostatné switche dostavaju konfiguraéné BPDU s TC flagom
= TC flag indtruuje vSetky switche, aby skratili ¢as expiracie poloZiek v MAC tabulke na aktuélnu hodnotu Forward

= Cisco Document ID 12013:
Understanding Spanning-Tree
Protocol Topology Changes

~d
~—

Konfiguracia STP

Konfiguracia STP - Priorita switcha

! Spustenie STP - nie je Standardne potrebné
Switch (config)# spanning-tree vlan vlan-id

! Vypnutie STP pre zvolent VLAN
Switch (config)# no spanning-tree vlan vlan-id

! Nastavenie priority prepina¢a pre konkrétnu VLAN
Switch (config)# spanning-tree vlan vlan-id priority PRIORITY

% Allowed values are:
0 4096 8192 12288 16384 20480 24576 28672
32768 36864 40960 45056 49152 53248 57344 61440




Konfiguracia STP — makra

! MAKRO: Nastavenie root bridge
! Ak sucéasny root ma prio > 24576, nastavi lokalnu prioritu na 24576
! Ak sucasny root ma prio < 24576, nastavi lokalnu prioritu o 4096 nizsiu

Switch (config)# spanning-tree vlan vian-id root primary [ diameter N ]

Problém pri znizovani BID cez makro

! MAKRO: Nastavenie zalohy root bridge
! Nastavi prio na preddefinovanu hodnotu 28 672

Switch(config)# spanning-tree vlan vlan-id root secondary [ diameter N ]

DLS1{config)# do sh span wvlan 1

VLANO0O1
Spanning tree enabled protoccl ieee
Root ID Priority 4097
Address 0017.9446.2d00
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

DLS2 (config)# span vlan 1 root primary

% Failed to make the bridge root for vlan 1

% It may be possible to make the bridge root by setting the priority
% for some (or all) of these instances to zero.

Ladenie STP - cena a priorita portu

! Zmena ceny portu pre vsetky VLAN
Switch (config)# interface range fa 0/11 - 12
Switch (config-if-range) # spanning-tree cost 32

! Zmena ceny portu pre konkrétnu VLAN

Switch (config)$# interface fa 0/14
Switch(config—if—range)# spanning-tree vlan vian-id cost 32

! Zmena priority portu, moZné hodnoty v 0 - 240, pdvedna je 128
Switch (config)$# interface range fa 0/11 - 12
Switch (config-if-range)# spanning-tree port-priority 112

Pouzitie port-priority
= Lavy je root bridge
= Mame nan pristup

RS/ Gil/5_~ PR = Pravy ma root port Gi 1/5
g’yj 'E‘-\i = Nemame nail adm. pristup
e : = Ako zabezpedit, aby sa
e e pouzivali porty Gi1/6?
Lavy Pravy

DLS2 (config-if)}# span vlan 1 port-priority ?
<0-240> port priority in increments of 16

DLS2 (config-if)# span vlan 1 port-priority 112
DLS2 (config-if)# do sh span vlan 1 int fa 0/7

Vlan Role Sts Cost Prio.Nbr Type

Lavy (config)# interface gil/é6
Lavy (config-if) # spanning-tree port-priority 112

A keby sa jednalo o VLAN 30 a bol by to trunk?

Lavy(config)# interface gil/é6

Lavy (config-if) # spanning-tree vlan 30 port-priority 112




Pouzitie cost
= Pravy je root bridge
= Nemame nari pristup

R Git/5 Git/5 &'2, = Lavy ma root port Gi 1/5
\P‘\l N = Mame naf pristup
Gi1/6 Git/6 = Ako zabezpeCit na prenos
Lavy Pravy pouzitie portov Gi1/67?

Lavy (config)# interface gil/é6
Lavy(config-if)# spanning-tree cost 1

A keby sa jednalo o VLAN 30 a bol by to trunk?

Lavy (config)# interface gil/é6
Lavy (config-if) # spanning-tree vlan 30 cost 1

Poznamka k manipulacii s parametrami STP

= Ulohy zadané na vyladenie STP manipulaciou priorit
resp. cien portov je mozné rieSit dvomi cestami
. éiselnym zniZen{m priority alebo ceny na preferovanom objekte
= Ciselnym zvy$enim priority alebo ceny na neZelanom objekte

=Najma v pripade ceny portu je mnohokrat vhodnejSie
znevyhodnit' neZelané porty

=V opacnom pripade sa &asto stava, Ze na Zelanom porte nie je
priestor na zasadné vylep3enie ceny (nedé sa ist pod 1)

= \/yber vhodného spdsobu je vec praxe

Ladenie STP - ¢asovace

Overenie STP — show (1)

! Konfiguracia c&éasovacov STP

Switch (config)# spanning-tree [vlan vlan-id] hello-time seconds
Switch (config)$# spanning-tree [vlan vlan-id] forward-time seconds
Switch (config)# spanning-tree [vlan wvlan-id] max-age seconds

! Automaticka korekcia &asovacov vzhladom na priemer siete

Switch (config)# spanning-tree vlan vlan-list root { primary |
secondary } [diameter DIAMETER [hello-time HELLO-TIME] ]

Switch# show spanning-tree

VLANQOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0c00¢c8110000
Cost 19
Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768
Address 0c00cB8111111
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
<text omitted>

= Cisco Document ID 19120: ,Understanding and Tuning
Spanning Tree Protocol Timers"®

! VYpis len pre danii VLAN
Switch# show spanning-tree vlan vian-id

Switch# show spanning-tree interface fastethernet 0/7

Vlan Role Sts Cost Prio.Nbxr Type
VLANOOO1 Altn BLK 18 128.7 P2p
VLAN0100 Root FWD 19 128.7 P2p
VLAN0110 Root FWD 19 128.7 P2p
VLAN0120 Root FWD 19 128.7 P2p




Overenie STP - show (2)

! Detailny vypis.
Switch# show spanning-tree detail

DLS1# sh span detail

VLANOOOl is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 4096, sysid 1, address 0017.9446.ad00
Configured hello time 2, max age 20, forward delay 15
Current root has priority 1, address 0017.9460.3080
Root port is 13 (FastEthernet0/11), cost of root path is 19
Topology change flag not set, detected flag not set
Number of topology changes 15 last change occurred 00:35:32 ago

from FastEthernet0/1
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Port 9 (FastEthernet0/7) of VLANOOOl is designated forwarding
Port path cost 19, Port priority 128, Port Identifier 128.9.
Designated root has priority 1, address 0017.9460.3080
Designated bridge has priority 4097, address 0017.9446.ad00
Designated port id is 128.9, designated path cost 19
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 18544, received 25

Overenie STP — show (3)

! Predchadzajucl vypis cbmedzeny iba na jedno rozhranie
Switch# show spanning-tree interface fastethernet 0/7 detail

! VypiSe Root Bridge ID, Root Port, a Root Path Cost.
Switch# show spanning-tree vlan vlan-id root

DLS1# sh spanning-tree vlan 1 root

Root Hello Max Fwd
Vlian Root ID Cost Time Age Dly Root Port

VLANOOO1 1 0017.9460.3080 19 2 20 15 Fa0/11

! Vypise Bridge ID a casovace
Switch# show spanning-tree vlan vlan-id bridge

DLS1# sh span vlan 1 bridge

Hello Max Fwd

VLAN0OOO1 4097 ( 4096, 1) 0017.9446.ad00 2 20 15 ieee

Vlan Bridge ID Time Age Dly Protocol

Overenie STP - debug (1)

Overenie STP - debug (2)

DLS1# debug spanning-tree ?
all All Spanning Tree debugging messages
backbonefast BackboneFast events
bpdu Spanning tree BPDU
bpdu-opt Optimized BPDU handling
config Spanning tree config changes
csuf/csrt STP CSUF/CSRT
etherchannel EtherChannel support
events Spanning tree topology events
exceptions Spanning tree exceptions
general Spanning tree general
mstp MSTP debug commands
pvst+ PVST+ events
root Spanning tree root events
snmp Spanning Tree SNMP handling
switch Switch Shim debug commands
synchronization STP state sync events
uplinkfast UplinkFast events

Switch# debug spanning-tree events

Spanning Tree event debugging is on

22:32:23: set portid: VLAN0O0Ol Fa0/6: new port id B00D

22:32:23: STP: VLANO0Ol Fa0/6 -> listening

22:32:25: %LINK-3-UPDOWN: Interface FastEthernet0/6, changed state to up
22:32:26: %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/6,
changed state to up

22:32:38: STP: VLAN00Ol Fa0/6 -> learning

22:32:53: STP: VLANO00Ol Fa0/6 -> forwarding




Cisco vylepsenia STP

= Port Fast

= Prechod portu priamo do stavu
Forwarding

= Vhodné len na access porty

= Ak rozhranie s konfigurovanym
PortFast prijme BPDU, port strati svoj
PortFaststav a STP ho zatne
obsluhovat ako beZny port

= Zapnutie/vypnutie PortFasi portu
nesposobuje generovanie TCN
= UplinkFast
= Urychluje aktivaciu nahradného Root
portu pri vypadku st¢asného portu
= BackboneFast
= Urychluje konvergenciu v pripade
zlyhania Root portu iného switcha
= PVST/PVST+

= Osobitna STP inStancia pre kazdu
VLAN

= PVST BPDU su inak enkapsulované
ako obygajné STP BPDU

~

@ Implement PortFast
. Dec Not Implement PortFast

= UplinkFast
= Document ID 10575

= Len na non-root switchoch
= BackboneFast
= Document ID 12014
= Oba mechanizmy su proprietarne

= RSTP stavia naich ideach, t.j. pri RSTP
sa tieto mechanizmy nemaju aktivovat,
lebo RSTP ma vlastne

Konfiguracia Cisco STP — PortFast

! Spusti PortFast automaticky na vsetkych access portoch
Pravy (config) # spanning-tree portfast default

! Konfiguracia Cisco PortFast na portoch fa 0/1 - 10

! prikazmi priamo na access rozhraniach (neplati pre trunky)
Pravy (config) # int range fa 0/1 - 10

Pravy (config-if) # spanning-tree portfast

! ZruSenie Cisco PortFast na portoch fa 0/1 - 10, ak je
! aktivované na globalnej Grovni

Pravy (config)# int range fa 0/1 - 10

Pravy (config-if)# spanning-tree portfast disable

! Aktivacia PortFast na trunk porte

! Pouzivat IBA K ROUTEROM A SERVEROM, NIKDY K SWITCHOM!!!
Pravy (config) # int £a0/24

Pravy (config-if) # spanning-tree portfast trunk

! Overenie stavu portu z pohladu PortFast

ALS1# sh spanning-tree interface fa 0/1 portfast
VLANO100 enabled

Overenie PortFast stavu a jeho viastnosti

Root bridge for:VLANO00O1

Switch# show spanning-tree summary

EtherChannel misconfiguration guard is enabled
Extended system ID is disabled

Portfast is enabled by default
PortFast BPDU Guard is disabled by default
Portfast BPDU Filter is enabled by default

Loopguard is disabled by default
UplinkFast is disabled
BackboneFast is disabled

Pathcost method used is long

Makro switchport host

ATLSl(config)# int fa 0/2
ALS]1 (config-if)# switchport host

switchport mode will be set to access
spanning-tree portfast will be enabled
channel group will be disabled




Standardné nastavenia na Catalyst switchi

Enable state Enabled on VLAN 1

Spanning-tree mode

Switch priority

Spanning-tree port priority (configurable on a per-
interface basis)

Spanning-tree port cost (configurable on a per-
interface basis)

Spanning-tree VLAN port priority (configurable on a
per-VLAN basis)

Spanning-tree VLAN port cost (configurable on a per-
VLAN basis)

Spanning-tree timers

PVST+ (Rapid PVST+ and MSTP are disabled.)
32768
128

1000 Mb/s: 4, 100 Mbi/s: 19, 10 Mb/s: 100

128

1000 Mb/s: 4, 100 Mb/s: 19, 10 Mb/s: 100

Hello time: 2 seconds
Forward-delay time: 15 seconds
Maximum-aging time: 20 seconds
Transmit hold count: 6 BPDUs

Rapid STP

Rapid Spanning Tree (RSTP)

= RSTP je dalsi vyvojovy krok STP, ktory zachovava jeho
stabilitu a spolahlivost, aviak zasadne ho zrychluje

= Reakényaspod 1 s

= Spatne kompatibilny s Legacy STP (na per-port baze)
= Preferovana volba do full-duplex prepinaného prostredia

= Cisco Document ID: 24062

= Understanding Rapid Spanning Tree Protocol (802.1w)

RSTP stavy portov

STP (802.1D) Port RSTP (802.1w) Port [Is Port Included in |Is Port Learning
State State Active Topology? MAC Addresses?
Disabled Discarding No No

Blocking Discarding No No

Listening Discarding Yes No

Leamning Learning Yes Yes

Forwarding Frowarding Yes Yes

= Qdlisnosti od klasického STP
= Ina definicia stavov a funkcii portov
= Definicia typov prepojov (liniek) a portov
= Mechanizmus Proposal/Agreement
= Mechanizmy nahradzajuce UplinkFast a BackboneFast
= BPDU generuje kazdy switch sdm za seba

= RSTP stavy portov
= Discarding (nahradza Blocking/Listening v STP)
= Nepreposiela datové ramce
= Learning (ako v STP)
= Napitia MAC tabulku prepinaéa
= Forwarding (ako v STP)
= Plne funkény port




RSTP - zmena definicie funkcii (roli) portov

Funkcia portu T ES

Root port Port, ktory poskytuje najlepSiu cestu k root switchu. V stabilnej topolégii bude
tento port v stave Forwarding.

Designated Port, ktory pripaja segment do aktivne] topologie. V stabilnej topolégii bude
port tento port v stave Forwarding.

Alternate port | Port, ktory pini funkciu zéalohy aktuéalineho Root poriu. V stabilnej topoldgii
bude tento port v stave Discarding.

Backup port Port, ktory pini funkciu zalohy aktualneho Designated portu. V stabilnej
topolégii bude tento port v stave Discarding.

RSTP — zmena definicie roli portov

Designated port Designated port

(N Root Brmge‘yw

Cost: 19 Cost: 19
Cost: 0 ~ Cost: 0
Switch A
MAC: 0c00c8110000
Root port Def. priority: 32768 Root port
(Forwarding orwarding)
Cost: 19 Cost: 19
% Switch B Switch C
4] MAC: 0c00c8111111 4 MAC: 0c00c8222222
J Def. priority: 32768 Def. priority: 32768
Cost: 38
Cost: 38 \Alternate port Designated port Backup port
{Discarding) (Forwarding) (Discarding)
Cost: 19

RSTP typy portov

= Typ portu Edge Port
Boof, Lol = Vedie ku koncovej stanici

= Prechadza priamo do
Forwarding stavu

= Nevyvolava topologické
zmeny

= Pri prijati BPDU sa stava
beznym RSTP portom

= Edge Port sa konfiguruje
ako PortFast port

L(""':‘ Ve (neexistuje moZnost

o] automatickej detekcie)

HUB
= Typ portu Non-Edge port
= Vnutorny port, ktorym sa

switche navzajom prepajaju
@@ é'l = |mplicitny typ portu

RSTP typy liniek

= Typ linky point-to-point

= Prepaja navzéajom dva
switche

= VyuZiva mechanizmus
Proposal/Agreement

= Implicitne sa za p2p linku
povaZuje taka, ktora ﬁracme
v rezime full duplex (hruby
odhad)

= Typ linky shared

= Prepaja navzajom viac ako

Root Link Type
(shared)

Link Type dva switche
(shared) = Musi prejst pinou
HUB postupnostou stavov s

vyuzitim éasovacov

= Implicitne sa za shared linku
povaZuje taka, ktora pracuje
v rezime half duplex
g} ég = Typ linky je moZné

konfguracne stanovit




BPDU v2 - vyuzitie Flag Byte

= BPDU sa posielaju kazde 2 s

6 5 4 3 2 1 0 g Bl
= KaZdy prepinat je autorom

” 00 Unknown
Topology Change 01 Alternative/Backup

svojho BPDU, nerobi relay
N IT * BPDU ziskavaju funkciu Hello
Topology Change ACK mechanizmu

= Tri chybajuce BPDU
Forwarding Znamenaju zmenu topoldgie

Agreement

Leaming = Bity 0 a 7 su vyhradené na
Port Role TCN a TCA ako v 802.1D

Proposal

01 Aer = Bity 1 a 6 su pouZivané na
11 Designated Proposal / Agreement proces

= Bity 2-5 vyjadruja funkciu a
stav portu, ktorym bolo dané
BPDU odoslané

= Tzv. Dispute mechanizmus

RSTP Proposal / Agreement mechanizmus

Existing Path .
-
-
=
1. Proposak
L]
D £1: Root parl
-+—Newy Link 23 Designated porl
. #  P5: New oot for B
o #°5: Edge Pors
-
L]
) N -
3. Agreement =
1. P 5
\ P ropos;#
{Unchanged) L4
+
2, Sync (Block) 2"
% 2. Sync \
PO: Designated port 2. Sync
P1: New rool port (Unchangad) (Unchanged)
P2: Alternate port
P3: Designated port 2. Sync {Block)

P4: Edge Part

* Proposal / Agreement mechanizmus urychluje
sprevadzkovanie linky, ktora spaja (novy) Root port jedného
switcha s Designated portom nadradeneho switcha

* Pouzitelné len pre point-to-point linky

* Sync stav
= VEetky non-edge Designated porty uvedené do stavu Discarding

RSTP Proposal / Agreement mechanizmus

. = \/ychodzi stav a funkcia aktivovaného
. portu v RSTP je Designated Discarding

Existing Path

A _ = Kazdy port Designated Discarding alebo
"% es%nated Learning posiela svoje
+—Newlunk BPDU s flagom Proposal

= Ak port na susednom switchi, ktory prijal
Proposal, bude novym Root portom,

\ 2. Sync pOtom

(Wnenanged)— w Susedny switch uvedie véetky svoje non-
2. Sync (Block) edge designated porty do stavu Discarding
(tzv. Sync?

PO: Designated port

= Odos&le novym root portom BPDU s flagom
B thet mlpoa Agreement ‘a uvedie ho do stavu Forwarding
F5: Desigiien port = Po prijati Agreementu nas switch uvedie
= port do stavu Forwarding
= Désledkom Sync operacie na susednom
switchi je, Ze jeho Designated porty st v
stave Discarding
= Proposal/Agreement sa efektivne presunul o
switch hib3ie dovnutra topologie

= Proposal/Agreement bude teraz identicky
pokragovat na dalSom switchi

Sirenie ,,Sync rezu“ v topolégii

Proposal

Synct=2

Synct=3




Informovanie o topologickej zmene v RSTP

1) Informécia o topologickej zmene sa generuje
iba pri prechode non-edge portu do stavu
Forwarding

= Switch, na ktorom nastala topologicka zmena,
aktivuje na kaZdom svojom non-edge
designated a root porte tzv. TC-While €asovac
(2xHello)

= Z MAC tabufky v%fma?.e vSetky MAC adresy
naucené na tychto portoch okrem portu, ktory
presiel do stavu Forwarding

= Pokym je na porte aktivny TC-While ¢asovac,
odosiela nim BPDU s priznakom TC

2) Prepinaé, ktory prijme BPDU s TC flagom

= Z MAC tabulky vymaZe vSetky MAC adresy
naucené na vsetkych non-edge portoch okrem
toho, ktorym voslo TC BPDU

= Na véetkych non-edge portoch okrem toho,
ktorym voslo TC BPDU, nastavi TC-While
Casovad

= Pokym je na porte aktivny TC-While Casovag,
odosiela nim BPDU s priznakom TC

TC
= Zmeny sa netykaju edge portov

= Zmena stavu edge portu nie je
topologicka zmena

= Na edge portoch sa neodosielaju
BPDU s TC flagom

= 7 edge portov sa nedostrafiuju
MAC adresy

Konfiguracia RSTP

Konfiguracia Rapid STP (RPVST+)

! Spustenie Rapid PVST+

Switch(config) # spamnning-tree mode rapid-pvst

! Navrat k PVST+

Switch(config)# spanning-tree mode pvst

= Ostatné prikazy ako pri STP

= Nastavenie priorit
= Switch (config)# spanning-tree vlan VIAN ID priority NUMBER
* Switch(config)# spanning-tree root primary
* Switch(config)# spanning-tree root secondary
= Show prikazy
= Switch# show spanning-tree
Switch# show spanning-tree vlan VLAN ID
Switch# show spanning-tree detail
Switch# show spanning-tree active
Switch# show spanning-tree root
Switch# show spanning-tree bridge
= Debug
= Switch# debug spanning-tree
= Switch# debug spanning-tree pvst+

Overenie ¢innosti RSTP

Switch# show spanning-tree
VLANOOO1
Spanning tree enabled protocol rstp

Root ID Priority 32768
Address 0c00c8110000
Cost 19
Port 1 (FastEthernet0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32768
Address 0c00cB8111111
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec m
; : Point 2
Aging Time 300 Point
Interface Role Sts Cost Prio.Nbr Type RP¥ST port
Fa0/7 Desg FWD 19 156.5  BEE—
Fa0/8 Desg FWD 19 128.10 P2p Peer(STP) — | Port
Fa0/9 Desg FWD 19 128.11 P2p pracujuci v
rezime STP,
t.j. susedny
prepinaé
pouziva STP




Konfiguracia Edge portov a P2P liniek

! Edge porty sa konfiguruja ako PortFast porty

! Bud na globalnej Grovni...
Pravy (config) # spanning-tree portfast default

! ... alebo na individualnych portoch
Pravy(config)# int range fa 0/1 - 10
Pravy(config-if)# spanning-tree portfast

! PrepinaCc automaticky rozhoduje, ktora linka bude P2P
! Standardne je to podla portu pracujuceho vo full duplex

! Manualne nastavenie typu linky P2P
Switch (config)# int fa 0/1
Switch (config=-if)# spanning-tree link-type point-to-point

Zaverecneé poznamky ku konfiguracii RSTP

= UplinkFast ani BackboneFast sa pri RSTP nemaju
aktivovat, pretoZe su jeho sucastou

= [dea UplinkFast mechanizmu je vyuzita v obsluhe Alternate portu

= RSTP rutinne okamzite akceptuje horSie (inferior) BPDU prijaté od
Designated suseda bez ¢akania na MaxAge expiraciu, &¢im
implementuje ideu BackboneFast

= Porty veduce k staniciam (edge porty) je pri RSTP velmi
dblezité oznadit' prikazom spanning-tree portfast

= Inak pri hociakej topologickej zmene mdZu byt uvedené do Sync
stavu (Designated Discarding) ako désledok Proposal/Agreement

= Koncové stanice zakaZzdym zaznamenaju 30s vypadky!

Multiple STP

Multiple Spanning Tree Protocol

= Pri sietach s VLAN je problém, kolko STP
instancii ma existovat’

= 802.1D: Jeden STP strom pre v8etky VLAN
= Cisco (R)PVST+: Jeden strom pre kazZdu
VLAN

= Oba pristupy sl extremalne

= Hlavha idea MSTP .

= MoZnost nechat v sieti beZat niekolko
instancii, ktoré samy osebe nemaju vztah Instance 1
k nijakym VLAN

= Nasledne ,mapovat* VLAN na tieto inStancie
= Niekolko VLAN bude zdielat tu istd instanciu,
a teda tu istu kostru
= MSTP vychadza z RSTP
= Interne pouZiva RSTP a ma vietky jeho
vyhody
= Cisco Document ID: 24248

= Understanding Multiple Spanning Tree
Protocol (802.1s)

Instance 1 maps to VLANs 1-500
Instance 2 maps to VLANs 501-1000

Root Instance 1 Root Instance 2




MSTP regién

= Pri konfiguracii MSTP musime stanovit, kolko inStancii MSTP
ma bezat' a ktoré VLAN k nim budu pridruzené

= Tato konfiguracia v MSTP pozostava z niekolkych
komponentov

= Textove meno MST regionu (32 bajtov)

= Cislo konfiguraénej revizie (2 baijty)

= Zoznam indtancii a k nim pridruZzené VLAN

= Mapovanie sa neposiela v BPDU celé, posiela sa len MD5 hash z
tohto mapovania
= PrepinacCe s rovnakou konfiguraciou MST tvoria jeden region

= Regidn sa navonok chova ako jeden nerozdeleny switch

= Potrebné kvdli kompatibilite s (R)STP switchmi a pre komunikaciu s
inymi regiénmi

= Hranica regiénu je na porte prepinaca, ktory prijima BPDU z iného
regionu alebo STP/RSTP/PVST/RPVST BPDU

Pojmy pre stromy v MSTP

= MSTP zavadza pomerne matucu terminoldégiu s ohladom
na jednotlivé stromy, ktoré spravuje

= MSTI — MST Instance: nazov pre jednu inStanciu MSTP. MSTI
bezi vo vnutri regionu, avSak nikdy nepresahuje za jeho hranice

= |ST — Internal Spanning Tree: nazov pre MSTI 0. Intancia IST
prenasa MSTP BPDU a spolupracuje pri interakcii so switchmi
mimo nas MSTP regién

= CST — Common Spanning Tree: Kostra prepajajica regiony. Pre
CST je vnutornd Struktara regiénov skryta, CST vidi kaZzdy region
iba ako jeden velky switch

= CIST — Common and Internal Spanning Tree: Kostra celej

prepinanej siete ,v detailnom pohlade* — je kKombinaciou CST a
IST kazdého regiénu

Spolupraca medzi MSTP regidonom
a obycajnym switchom (1)

~MST Region ™.

Z vonkajsieho pohladu

= MSTP region sa navonok sprava ako velky switch
= Désledkom je, Ze pri detekcii slu€iek sa zablokuju o.i. aj porty nha
hranici regiénu, nielen porty v jeho vnatri
= S vonkajSim svetom interaguje vylucne IST
= Ostatné MSTI indtancie zostavaju uzatvorené v regiéne

= AK je hraniény port blokovany pre IST, je zaroven blokovany pre
vietky instancie

Spolupraca medzi MSTP regionom
a oby€ajnym switchom (2)

= Interné in3tancie v regiéne
maju vlastné nezavislé

6ai =
topoldgie p— | : -
= Na hranici regiénu sa v3ak
MSTI riadia stavom IST 7 et
= |ST vo vnutri regionu prenasa o
informacie o CST bez zmeny ‘_
IST : b

* Nezvy5uje External RPC

S

= Nemodifikuje Message MSTI2

Age e

= Tuneluje externé
informacie, a to je dévod,
predo sa region zvonku
javi ako jeden switch

CSsT

L




MSTP BPDU

=\ MSTP sa posiela jedno BPDU, ktoré obsahuje
potrebné informacie o IST a vSetkych MSTI

= Jednotlivé zaznamy o MSTI sa nazyvaju M-records
= Casovaée jednotlivych MSTI st zdedené od IST

Protocol

. ¥ information —»
o o B

. Instance R designated on A Protocol

Y InstanceY designated on B ;gfruatn:a:;g%s
present on =
the port
(Mrecords)

Na uvazenie pri MSTP (zdroj www.ine.com)
= MSTP nie je zviazané s VLAN-ami

Physical Topology

VLANSs 2 and 3 map to MSTI1
VLANSs are manually pruned from
trunks to achieve load-balancing

Fidita Trunk allowed VLAN 2 FatHE
S N

| s>
Fa0/14 Trunk allowed VLAN 3 Fa0r4 2

Logical Topology for MSTIH

Due to the priorities configuration on
the root bridge, SW2 blocks Fa 0/13
and forwards only on Fa 0/14 for
MSTH, Since VLANZ is only allowed
on Fal/13, this blackholes VLANZ
traffic between switches.

Root for MSTI 1
Priority 128 for MSTI1 Port blocked for MSTI1

Fa0/13 Fa 013
K: S E % R. b}
I |‘911/
Fallts Fa0/14 <,
MSTP Tirtnarial Part I* Incida a Raninn 22 Cammants Dactas w oo

Na uvazenie prl MSTP (zdroj www.ine.com)
= MSTP nie je zviazané s VLAN-ami

Physical Topology

VLANs 2 and 3 map to default IST
(instance 0). Links between switches
are non-trunking access ports

< Fa 0113 ——— Faons g’
- e -
[ I 6‘[1;5'
Fao0n4 Access VLAN 3 Fao0/14 %
Logical Topology for IST
IST is active on all links. Since there
are redundant connections between
switches, IST blocks alternate port on
SW1. Unfortunately, this is port for
VLAN3, and since both VLANs map
to IST, VLANS traffic is disrupted
Root for IST
<, e Fa0/13 Fa0/13 =, 3
*
Fa 014 Eidiid 2

Port blocked for IST

Extended system ID

=Pouzité na identifikaciu Bridge pre MSTP procesy
=12 bitové extended ID nesie ¢islo MSTP inStancie

< Bridge ID: 8 Bytes >
Bridge Extended
Priority System ID MAC Address

= > < > < >
4 bits 12 bits 48 bits

SN

MST Instance Number Carried in
Extended System ID Field




Konfiguracia MSTP

! Spustenie MST na prepinaci
Switch (config) # spanning-tree mode mst

Priklad konfiguracie MSTP

! Vstup do MST konfigurac¢ného rezimu
Switch (config) # spanning-tree mst configuration

! Pridelenie mena regidénu (do 32 znakowv)
Switch (config-mst) # name NAME

! Revizne ¢islo regidnu pre Gcel evidovania zmien.

! Pri zmene konfiguracie je vhodné zmenit rewvizne &islo
! na v3etkych prepinacoch regidénu

Switch(configﬂmst)# revision VERSION

! Mapovanie VLAN do MST instancii
! Standardne vSetky VLAN mapované do IST
Switch (config-mst)# instance INSTANCE ID vlan VLAN-LIST

! Zobrazenie aktualne]j platne] resp. budice]j konfiguricie
Switch (config-mst)# show { current | pending }
Switch (config-mst)# exit

Switch (config)$# spanning-tree mst configuration
Switch (config-mst)# instance 1 vlan 10-20
Switch(configﬂmst)# name regionl

Switch (config-mst)$# revision 1

Switch (config-mst)# show pending

Pending MST configuration

Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-409%4

1 10-20

Switch (config-mst)# exit

Konfiguracia MSTP

Overenie MSTP

! Priorita switcha pre konkrétnu instanciu
Switch(config)# spanning-tree mst INSTANCE-ID priority PRIORITY

! Konfiguracia root switcha pre konkrétnu instanciu
Switch(config) # spanning-tree mst INSTANCE-ID root primary

! Konfiguracia zaloZného root switcha pre konkrétnu insStanciu
Switch(config)# spanning-tree mst INSTANCE-ID root secondary

! Konfiguracia priority a ceny portu pre konkrétnu instanciu

Switch(config) # interface interface-id

Switch(config-if)# spanning-tree mst INSTANCE-ID port-priority
PRIORITY T

Switch (config-if) # spanning-tree mst INSTANCE-ID cost COST

! Nastavenie casovacdov (pre vsetky instancie)
Switch(config)# spanning-tree mst hello-time seconds
Switch(config)# spanning-tree mst forward-time seconds
Switch(config)# spanning-tree mst max-age seconds

! Stav MSTP
Switch# sh spanning-tree

! Ronfiguracia regidnu
Switch$# sh spanning-tree mst configuration

! VSeobecné MSTP informacie
Switch# show spanning-tree mst

! Informacie pre konkrétnu instanciu
Switch# show spanning-tree mst MST #

! Detailné informacie pre konkrétnu instanciu
Switch# show spanning-tree mst MST # detail




Overenie MSTP

DLS52# sh spanning-tree

MSTO
Spanning tree enabled protocol mstp
Root ID Priority 32768

Address 0017.9446.ad00
Cost 0
Port 13 (FastEthernet0/11)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32768 (priority 32768 sys-id-ext 0)
Address 0017.9460. 3080
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role 5ts Cost Prio.Nbx Type
Fa0/7 Desg FWD 200000 128.9 B2p
Fa0/8 Desg FWD 200000 128.10 P2p
Fa0/9 Desg FWD 200000 128.11 P2p
Fa0/10 Desg FWD 200000 128.12 B2p
Fa0/11 Root FWD 200000 128.13 B2p
Fa0/12 Altn BLK 200000 128.14 P2p
MST1

Spanning tree enabled protocol mstp

Reet ID Priority 32769

Ov

erenie MSTP

Switch# sh spanning-tree mst configuration

DLS1l#sh span mst configuration

Name
Revision

Instance

[eisco]
1 Instances configured 3

Vlans mapped
1-19,51-79,81-99,101-4094
20-50

80,100

Overenie MSTP

Ov

erenie MSTP

Switch# show spanning-tree mst

##### MSTO vlans mapped: 1-19,51-79,81-99,101-409%4
Bridge address 0017.9446.ad00 priority 32768 (32768 sysid 0)
Root address 0017.9460.3080 priority 1 (0 sysid 1)

port Fa0/11
Regional Root this switch
Operational hello time 2 , forward delay 15, max age 20, txholdcount 6

path cost 200000

Configured hello time 2 , forward delay 15, max age 20, max hops 20
Interface Role Sts Cost Prio.Nbr Type

Fal0/7 Altn BLK 200000 128.9 P2p Bound (PVST)

Fal0/8 Altn BLK 200000 128.10 P2p Bound (PVST)

Fa0/9 Altn BLK 200000 128.11 P2p Bound (PVST)

Fa0/10 Altn BLK 200000 128.12 P2p Bound (PVST)

Fa0/11 Root BEN*200000 128.13 P2p Bound (PVST) *PVST Inc
Fa0/12 Altn BLK 200000 128.14 P2p Bound (PVST)

##### MST1 vlans mapped: 20-50

Bridge address 0017.9446.ad00 priority 32769 (32768 sysid 1)
Root this switch for MSTI1

Interface Role Sts Cost Prio.Nbr Type

--More--

DLS2 (config) # do sh spanning-tree mst 2

##### MsT2 vlans mapped: 80,100

Bridge address 0017.9460.3080 priority 24578 (24576 sysid 2)
Root this switch for MST2

Interface Role Sts Cost Prio.Nbr Type

Fa0/7 Desg FWD 200000 128.9 P2p

Fa0/8 Desg FWD 200000 128.10 P2p

Fa0/9 Desg FWD 200000 128.11 P2p

Fa0/10 Desg FWD 200000 128.12 P2p

Fa0/11 Desg FWD 200000 128.13 P2p

Fa0/12 Desg BLK 200000 128.14 P2p Dispute




Overenie MSTP

DLS1# sh spanning-tree mst 1 int fa 0/7

FastEthernet0/7 of MST1 is designated forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : internal bpdu guard : disable (default)

Bpdus (MRecords) sent 1069, received 6

Instance Role Sts Cost Prio.Nbr Vlans mapped

1 Desg FWD 200000 128.9 20-50

Overenie MSTP

sh spanning-tree mst 1 detail

###44 MST1 vlans mapped: 20-50
Bridge address 0017.9446.ad00 priority
Reoot this switch for MST1

32769 (32768 sysid 1)

FastEthexnet0/7 of MST1 is designated forwarding

Port info port id 128.9 priority 128 cost 200000
Designated root address 0017.95446.ad00 priority 32769 cost 0
Designated bridge address 0017.9446_ad00 priority 32769 port id 128.9

Timers: message expires in 0 sec, forward delay 0, forward transitions 3
Bpdus (MRecords) sent 1101, received 6

FastEthernet0/8 of MST1 is designated forwarding

Port info peoxrt id 128.10 priority 128 cost 200000
Designated root address 0017.9446.ad00 priority 32769 cost 0
Designated bridge address 0017.9446.ad00 priority 32769 port id 128.10

Timers: message expires in 0 sec, forward delay 0, forward transitions 1
Bpdus (MRecords) sent 1069, received 4

FastEthernet0/9 of MST1 is designated forwarding

Port info peort id 128.11 priority 128 cost 200000
Designated root address 0017.9446.ad00 priority 32769 cost 0
Designated bridge address 0017.9%446_ad00 priority 32769 port id 128.11

--More--

VTPv3 a synchronizacia MST konfiguracie

= VTPv3 umoZnuje prenasat vo VTP doméne obsah konfiguracie
MSTP regiénu

= VTP doména musi teda pokryvat prave tie switche, ktoré maju byt' v jednom
MSTP regione

= VVSetky switche musia podporovat VTPv3

= Zmeny konfiguracie MSTP regiéonu sa budu realizovat’ iba na
primarnom VTP serveri pre databazu MST

= Na ostatné switche sa konfiguracia doruci cez VTP

= Vdaka VTPv3 je nielen zjednodudena sprava MSTP nad prepinanou
sietou, ale minimalizuju sa aj prechodné vypadKy konektivity
= Switch, ktory ma ind konfiguraciu regionu nez jeho susedia, tvori samostatny
region, na okraji ktorého méZe dochadzat k zablokovaniu hraniénych portov
= Pri postupnej manualnej zmene konfiguracie MSTP regiénu na switchoch sa
vznikom tychto neZelanych regiénov neda zabranit

= Takmer okamZita zmena konfiguracie regionu vdaka VTPv3 minimalizuje
existenciu tychto prechodnych regiénov

Konfiguracia VTPv3 pre prenos MSTP
konfiguracie

! Na kazZdom switchi vo VTP doméne je potrebné rudne zadat:
Switch(config)# vtp version 3

Switch(config)# vtp domain MENO DOMENY

Switch(config)# vtp mode server mst

! Namiesto posledného prikazu mdze byt aj klient:
Switch(config)# vtp mode client mst

! Na switchi, ktory je konfigurovany ako server a ma sa stat
! primirnym serverom pre VTP dabazu MST, je potrebné zadat

Switch# vtp primary mst

! Po prechode switcha do reZzimu primarneho servera pre MST

! databiazu je moZné na niom zadat upravovat konfiguraciu

! MSTP regidénu. Kazda tprava MSTP regidnu sa odteraz pomocou VTP
! prenesie na vsetky switche vo VTP doméne automaticky




Ochrana STP

Ochrana STP

= Na Cisco zariadeniach je séria mechanizmov na
ochranu STP pred rédznymi nezelanymi situaciami

= BPDU Guard

= BPDU Filter

= Root Guard

= Etherchannel Misconfig Guard
= Loop Guard

STP BPDU Guard

= BPDU Guard uvedie port do err-disabled stavu, ak
dostane BPDU
= Ochrana pristupovych portov — maju byt pripojené len ku
koncovym staniciam, nemaju pre€o byt pripojené k dalSiemu
prepinanému portu
= Obzvlast doleZité pre PortFast porty, ktoré maju tendenciu
apriori sa odblokovat

=BPDU Guard sa da aktivovat’ bud' na globalnej urovni
pre vSetky PortFast porty, alebo na zvolenom porte
(nezavisle od PortFast)

Switch(config)# spanning-tree portfast bpduguard default ! Globalne
Switch(config)# int £a0/1
Switch(config-if)# spanning-tree bpduguard enable ! Na porte

STP BPDU Filter

= Niekedy je potrebné, aby port neposielal BPDU spravy
= Voéi koncovej stanici su BPDU v zasade zbytocné
= Niekedy je potrebné siet rozdelif na dve nezavislé STP domény
(napr. prechodny stav pri spajani dvoch sieti)
= Na tieto ucely sluzi BPDU Filter

= Jeho chovanie sa lii podla toho, Ci je aktivovany na
globalnej urovni alebo na rozhrani

= BPDU Filter aktivovany na globalnej urovni:
= Plati iba pre PortFast porty
= Ked port oZije, odosle 10 — 11 BPDU

= Ak do tohto &asu nedostane nijaké BPDU, sam ich prestane
posielaft

= Ak BPDU kedykolvek dostane, BPDU Filter aj PortFast sa na tomto
porte deaktivuju — port sa stava normalnym STP portom az do jeho
odpojenia a opétovného oZitia




STP BPDU Filter

= BPDU Filter aktivovany na porte:
= Port neposiela BPDU a prijaté BPDU zahadzuje

Switch(config)$# spanning-tree portfast bpdufilter default ! Globalne
Switch(config)# int £a0/1
Switch(config-if)# spanning-tree bpdufilter enable ! Na porte

STP Root Guard

= Niekedy k vlasinej sieti pripajame cudziu siet’ (napr. zakaznika),
s ktorym potrebujeme tvorit’ jednu STP doménu
= NeZelame si v8ak, aby manipulaciou priorit svojich switchov , prebil®
nag existujlci root bridge
= Root Guard nakonfigurovany na rozhrani spdsobi, Ze port sa umelo
uvedie do roly Designated

= Ak by sa na zaklade prijatého BPDU mal zmenit na Root port, ochrana
Root Guard ho uvedie do tzv. root-inconsistent blokujiceho stavu

= Root-inconsistent stav sa sam odstrani do 20 sekind po tom, &o port
prestane prijimat BPDU s lepSim Root Bridge ID, neZ ma na3a sief
v sucasnosti

= Funkcia root bridge v na3ej sieti nebude ohrozena

= Root Guard sa da nakonfigurovat’ iba na individualnom porte

Switch(config)# int £20/1
Switch(config-if)# spanning-tree guard root

STP Etherchannel Misconfig Guard

= STP vidi Etherchannel ako jedno logické rozhranie
= Fyzicky sa Ethechannel sklada z viacerych portov
= BPDU sa posielaju len po jednom z tychto portov — vo vypise show
etherchannel summary je to port oznaéeny ako default
= Tento fakt je zaroveri dobrym indikatorom, &i su prepojené porty na
oboch switchoch zdruzené v Etherchanneli

= Ak BPDU vchadza viac neZ jednym portom v Etherchanneli, potom
prisludné porty na druhej strane nie st zdruzené

= Tuto kontrolu realizuje Etherchannel Misconfig Guard

= Pri zisteni chyby uvadza port do err-disabled stavu
= Je Standardne aktivny

= Aktivuje sa iba na globalnej Grovni

Switch(config)# [no] spanning-tree etherchannel guard misconfig

Vznik slu¢ky pri STP

BPDU is lost this way.

B unblocks its port and can
forward traffic this way.




STP Loop Guard

= Filozofia Loop Guard vychadza z faktu, Zze port, ktory
ma byt blokovany, musi trvale dostavat lepSie BPDU

= Ak blokovany port prestane dostavat BPDU, Loop Guard ho
uvedie do loop-inconsistent blocking stavu

= | oop-inconsistent stav sa odstrani sam, akonahle port opat
zacne dostavat' lepsie BPDU

= Loop Guard zabrani Root a Alternate portom stat’ sa
Designated portami

= Loop Guard je mozné nakonfigurovat bud globalne
alebo individualne na rozhraniach

= Globalne zapnuty Loop Guard sa aktivuje len na portoch, ktoré
STP identifikuje ako point-to-point link

Switch(config)$# spanning-tree loopguard default ! Globalne
Switch(config)# int £a0/1
Switch(config-if)# spanning-tree guard loop ! Na porte

UniDirectional Link Detection

= STP Loop Guard je mila logika nad STP, avsak
nedokaze pokryt vSetky varianty neprijemnosti
= Opticky prepoj méZe byt zle zapojeny — Tx vlakno ide do iného
zariadenia nez Rx vlakno

= Detekcia chybajucich BPDU na Etherchanneli deaktivuje cely
EtherChannel

= STP funguje nad logickym portorn a nad VLAN, jeho ,rozliSenie*
je pomerne hrubé

= Existuje preto samostatny protokol na detekciu
jednosmerne priechodnych fyzickych spojov — UDLD

= U.S. Patent 7480251

= Document ID: 10591, ,Understanding and Configuring the
Unidirectional Link Detection Protocol Feature®

UniDirectional Link Detection

= UDLD je keepalive/echo mechanizmus pracujuci nad
fyzickou point-to-point linkou
= Dve zariadenia si navzajom posielaju UDLD pakety, v ktorych sa
vzajomne identifikuju

= Ak port prestane dostavat UDLD pakety od suseda alebo v nich
nenachadza vlastné ID, mbze predpokladat problém

= UDLD Normalny rezim: Ak port prestane dostavat UDLD
pakety, jeho stav zostava ,undetermined” a UDLD nijako
nezasahuje

= Vhodné, ak Layer1 ma viastny mechanizmus (FEFI) na detekciu
jednosmerne priechodnej linky a dokaze ju sam deaktivovat

= UDLD tu pIni funkciu kontroly, &i prepoj nie je zdiefany a ¢i Rx/Tx
kanal vedie k tomu istému zariadeniu
= UDLD Agresivny rezim: Ak port prestane dostavat UDLD
pakety, UDLD ho deaktivuje
= Vhodné aj pre metalické porty

Konfiguracia UDLD

= UDLD je mozné aktivovat’ bud globalne alebo na
rozhrani

= Ak je UDLD aktivované globalne, plati iba pre optické rozhrania
(fiber interfaces)

Switch(config)# udld { enable | aggressive } ! Glcbalne, len optika
Switch(config)# int £al0/1
Switch(config-if)# udld port [ aggressive ] ! Na porte

= Ak UDLD deaktivovalo port, je ho mozné reaktivovat
prikazom v privilegovanom rezime:

|Switch# udld reset




Porovnanie Loop Guard a UDLD

Loop Guard UDLD

Configuration Per port Per port

Action granularity Per VLAN Per port

Autorecovery Yes Yes, with error-disable
timeout feature

Yes, when enabled on all Yes, when enabled on all
root and alternative ports links in redundant

Protection against STP failures
caused by unidirectional links

in redundant topology topology
Protection against STP failures Yes No
caused by problem in software,
resulting in designated switch not
sending BPDU
Protection against miswiring No Yes

Flex Links

Flex Links

= Flex Links je funkcia ur€ena primarne
pre pristupové prepinace, ktora
nahradza STP tym, Ze k aktivnemu
rozhraniu sa priamo definuje, ktorée
dalSie rozhranie ho zalohuje
4 « Aktivne rozhranie prenasa data
% 2% = Backup rozhranie neprenasa data
% o » Akonahle aktivne rozhranie zlyha,
Yoi, st backup rozhranie ho okamzite nahradi
=, + 'Pre ur":el¥ load-balancingu je mozné
definovat, aby aj standby rozhranie

prenasalo data istych VLAN

L u—
o " = Vzhladom na Podstatr]e jednoduchsi
Brlnmp ¢innosti Flex LinKs reaguju

leskovo
* Rychlejdie nez STP
FlexLinks = Na Flex Links je STP deaktivované

» Flex Links teda musia pokryvat v3etky
-uplinks® do distribuénej vrstvy, inak
vzniknud prepinacie slucky

Pravidla konfiguracie Flex Links

= Flex Link m6ze byt nakonfigurované na fyzickych L2 portoch alebo
Port-channel rozhraniach
= Data v zakladnej konfiguracii prenasa iba aktivhe rozhranie
= Backup rozhranie je zapnutég, ale data neprenasa
= Load balancing je moZné dokonfigurovat
= Pri vypadku aktivheho rozhrania sa backup rozhranie okamZzite
stava novym aktivnym rozhranim a zacina prenasat data

= Ak pdvodne aktivne rozhranie opat ozije, zostane v backup stave
(neepremptivny reZim)

= Preempciu je moZné dokonfigurovat
= Pre dané rozhranie je mozne definovat' iba jedno backup rozhranie

= Rozhranie (aktivhe aj backup) méze patrit’ iba do jedného Flex Link
paru

= Na Flex Link portoch je STP automaticky vypnuté




Konfiguracia a overenie Flex Links

* Flex Links sa konfiguruju na aktivnom zariadeni odvolavkou na
backup rozhranie prikazom switchport backup interface

Switch(config)# interface fastethernetl/0/1
Switch(config-if)# switchport backup interface fastethernetl/0/2
Switch(config-if)# end

Switch# show interface switchport backup
Switch Backup Interface Pairs:
Active Interface Backup Interface State

FastEthernetl/0/1 FastEthernetl/0/2 Active Up/Backup Standby

NIy
CISCO




