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Stretnutie 5:

Niektoré protokoly pre
redundanciu

SWITCH Modul 5

L3 redundancia .
= Ak A padne, dynamické
smerovanie zacne vyuzivat B

= Stanica vSak nepouZiva
smerovaci protokol

= Obykle pouZiva len jednu
pridelenu IP brany

= Existuju viacere pokusy
o rieSenie tohto problému

Router B = Proxy ARP
72.16.10.83

A 1
" | 0010.et3.d801 ® ICMP Router Discovery
Protocol

= Podpora smerovacieho
protokolu v OS stanice

= Bud v8ak nie su tieto rieSenia
Skalovatelné, alebo si
vyZaduja osobitn( softverovu
podporu u Klienta

Stanica A
172.16.10.182
% 001a.efb3.d811

Router A
172.16.10.82
0010.efb3.d800

RieSenie redundancie cez virtualny router

= Routery mozu vytvarat ilGziu
nového virtualneho routera

= Tento virtualny router ma
svoju virtualnu MAC a IP

= Stanice budu pouzivat tuto
vIP ako svoju branu

sackupin * Je€den z realnych routerov
sandsy  bude nositefom vMAC a vIP

= Ak su¢asny nositel virtualnej
identity prestane odpovedat,

prevezme na seba VMAC a
vIP dalsi router

Virtual Router

Forwardef

= Pre stanice nebude tato
zmena vobec viditelna, lebo
z ich pohfadu sa vMAC ani
vIP nezmenila

Riesenie redundancie cez virtualny router

= Routery moézu vytvarat iluziu
nového virtualneho routera

= Tento virtualny router ma
svoju virtualnu MAC a IP

= Stanice budl pouzivat tuto
vIP ako svoju branu

sackupin * Jeden z realnych routerov
sandsy  bude nositelom vMAC a vIP

= Ak su¢asny nositel virtualnej
identity prestane odpovedat’,

prevezme na seba VMAC a
vIP daldi router

= Pre stanice nebude tato
zmena vobec viditelna, lebo
z ich pohfadu sa vMAC ani
vIP nezmenila




Hot Standby Routing

Protocol

Hot Standby Router Protocol (HSRP)

* HSRP je Cisco proprietarny protokol pre vytvaranie virtualnych
routerov

= Cisco Document ID: 10583, ,Understanding and Troubleshooting
HSRP Problems in Catalyst Switch Networks®

= Cisco dokument: ,Hot Standby Router Protocol Version 2*

= HSRP existuje v dvoch verziach:
* HSRPv1 (RFC 2281)
= Pouziva UDP/1985, pakety posiela na 224.0.0.2

= Na jednom rozhrani dovoluje vytvorit maximalne 256 réznych
virtualnych routerov

= HSRPv2
= Pakety posiela na 224.0.0.102, UDP/1985 je zachované

= Na jednom rozhrani dovoluje vytvorit maximalne 4096 réznych
virtualnych routerov

= Podporuje ¢asovace na Urovni milisekind
= Predvolena verzia je 1

Pojmy v HSRP

= HSRP definuje tzv. standby group, ktora obsahuje:
= Active router
= Nositel identity virtualneho routera (vMAC, vIP)

= Je zodpovedny za obsluhu paketov posielanych na identitu
virtualneho routera

=V HSRP grupe je vZdy iba jeden Active router
= Standby router
= Zalozny router pre Active (podobne ako DR a BDR v OSPF)

= Ak Active routeré)restane pracovat, Standby router preberie na
seba vMAC a vl

=V HSRP grupe je vzdy najviac jeden Standby router
= Other routers

= Ostatné routery v HSRP grupe, ktoré nie su ani Active ani
Standby. Monitoruju dostupnost Active a Standby routerov.

V pripade potreby vedia prejst do roly Standby a nasledne Active.

= Virtual router
= Celéa standby group

Cinnost’ HSRP - Active a Standby router

= Active router je nositelom vMAC/vIP

= Volba prebieha na zéklade priority (0-255, predvolena hodnota je
100, vySsie Cislo znamena vySsSiu prioritu)

= AK su priority rovnaké, vyhrava router s vy$3ou IP adresou

= vIP adresa je dana konfiguraciou

= VMAC adresa je odvodena od Cisla HSRP grupy:
= HSRPv1: 000.0c07.acxx, kde xx je &islo grupy v hexa tvare
= HSRPv2: 0000.0C9F Fxxx

= Standby router sa takisto voli na zaklade priority/vys$sej IP

= Active a Standby posielaju Hello pakety
= Informuju seba i v8etky ostatné routery v grupe o svojej existencii

= Ak Standby zisti, Ze Active router sa neozyva, prevezme na seba
jeho funkcie a stane sa novym Active routerom

= Ostatné routery v skupine neposielaju Hello, len monitoruju
pritomnost Active a Standby routera a v pripade potreby sa
ZUCastnia volieb na neobsadené pozicie




HSRP stavy

= |nit / Disabled

= Router nie je schopny sa podielat na
¢innosti grupy (napr. vypnuté
rozhranie)

= Learn

= |nicializacia HSRP, router sa snazi
zistit' IP adresu virtualneho routera a
pritomnost’ Active/Standby.

= Router eéte nedostal Hello paket

= Speak (10 sec)

= Router posiela a prijima Hello spravy

= Podiela sa na vofbe Standby alebo
Active

= Standby

= Pri neexistencii Standby sa oby&ajny
router oznaéi za Standby

= Pri existencii Active routera ostava v
Standby stave

= Listen (10 sec) Posiela Hello spravy
= Router zatal dostavat Hello spravy Monitoruje pritomnost’ Active routera

= Monitoruje pritomnost Active a = Active
Standby routera

= Pri neexistencii Active routra sa
Standby router oznaéi za Active

= Posiela Hello spravy
= Privlastni si vyMAC/VIP

HSRP ¢asovace

Active timer KaZdy router v HSRP grupe monitoruje pritomnost
Active routera. Prijatim Hello paketu od Active
routera sa nuluje ¢asovaé Active timer. Ak Active
timer prekro&i hodnotu Holdtime uvedenta v
poslednom Hello pakete od Active routera, Standby
router preberie funkciu Active.

Kazdy router v HSRP grupe okrem Active monitoruje
pritomnost Standby routera. Prijatim Hello paketu od
Standby routera sa nuluje ¢asovaé Standby timer. Ak
Standby timer prekroéi hodnotu Holdtime uvedenu v
poslednom Hello pakete od Active routera, musi sa
spomedzi routerov zvolit novy Standby.

Standby timer

Hello timer Peridda posielania Hello paketov.
Standardne je 3s

HSRP multicast spravy a preempcia

= Sprava Hello
= Posiela Active a Standby
= Obsahuja informacie o virtualnej adrese grupy, priorite a stave
odosielatela
= Sprava Coup
= PouZité, ak router chce prevziat' tlohu Active routera
= NajCastejSie pri tzv. preemption
= Sprava Resign
= PouZité, ked sa Active router zrieka svojej funkcie
= Preemption je schopnost’ iného routera prevziat na seba ulohu

Active routera, aj ked' Active stale Zije, avSak jeho priorita je
mensSia nez priorita na Standby

= Standardne je preempcia vypnuta, v takej situacii Standby preberie
na seba Ulohu Active len vtedy, ked Active Uplne odide

Virtualna IP adresa HSRP grupy

= HSRP grupa vytvara jeden virtualny router s virtualnou IP

= Pri konfiguracii HSRP bude mat kazdy ¢len HSRP grupy
nastavenu ta ista vIP adresu, lebo v ktoromkolvek momente mdze
zacat plnit' ulohu Active routera

=v|P adresa musi byt z priestoru |P adries rozhrania, na
ktorom HSRP spustame

=V HSRP v3ak tato vIP nesmie byt rovnaka ako skuto¢na IP
adresa niektorého &lena HSRP grupy

= Odporaéane pouZitie

s




Elementarna konfiguracia a overenie HSRP

! Vytvara HSRP grupu na rozhrani

! VSetky ¢élenské routery musia mat rovnaké vIP a &islo grupy
! Default group je 0

Router (config-if)# standby [ group-number ] ip vIP

! Zrusi HSRP na rozhrani
Router (config-if)# no standby group-number

! Zobrazenie info o HSRP

Router# show run

Router# show standby [ brief ]

Router# show standby [ interface [ group-number ] 1 [ brief ]

Optimalizacia HSRP - priorita a preempt

! Nastavenie priority — ovplyvnenie volieb Active a Standby routera
! Standardna priorita je 100

! Ak je zhoda priorit, wvyhrava najvys3ia IP adresa

Router (config-if) # standby group-number priority priority-value

! Navrat priority na predvolenu hodnotu
Router (config-if)# no standby group-number priority

! Povolenie, aby tento router mohol prevziat na seba tulochu Active
! routera okamzite vZdy vtedy, ked jeho priorita bude vysSSia nez
! priorita dovtedajsSieho Active routera

! Tento prikaz wvlastne dovoluje posielat spravu Coup

Router (config-if)# standby group-number preempt

! Konfiguracia preempt, v ktorej tento router prevezme na seba ulchu
! Active aZ s istym oneskorenim po tom, o ma prave byt novym Active
Router (config-if)# standby group-numbser preempt delay minimum SECONDS

! Konfiguracia preempt, v ktorej tento router pec restarte prevezme
! na seba Ulohu Active aZ po istom oneskoreni
Router (config-if) # standby group-number preempt delay reload SECONDS

Optimalizacia HSRP - ¢asovace, verzia

! Nastavenie dasovadov, Hello Standardne 3s, Hold 10s
! Hold by mal byt aspon 3x vadsi ako Hello
! Rovnaké hodnoty by mali byt nastavené v celej HSRP grupe

Router (config-if)# standby group-number timers Hello Holddown

! Alebo v milisekundach (pre milisekundy sa odportca HSRPv2,
! HSRPvl nevie v Hello paketoch oznamit milisekundové hodnoty)

Router (config-if)# standby group-number timers
msec Hello msec Holddown

! Zmena verzie na 2 (musi byt na vsetkych routeroch v grupe)
Router (config-if)# standby version 2

HSRP interface tracking

Active

Virtual Router

= Co ak linka za aktivnym
routrom spadla?

= Na HSRP rozhrani je silne
obmedzené pouZivanie sprav
ICMP Redirect

= Potrebujeme moznost, aby
Active router opustil svoju
rolu, ak kliCové rozhranie
prestane pracovat

= RieSenim je tzv. interface
alebo object tracking

= Ak sledované rozhranie alebo
iny objekt je vyhodnoteny ako
nefunkény, zniZi sa HSRP
priorita routera o istu hodnotu




HSRP interface tracking

= Co ak linka za aktivnym
routrom spadla?
= Na HSRP rozhrani je silne

obmedzené pouZivanie sprav
ICMP Redirect

= Potrebujeme moznost, aby
Active router opustil svoju
rolu, ak klu¢ové rozhranie
prestane pracovat

Standby

= RieSenim je tzv. interface
alebo object tracking

= Ak sledované rozhranie alebo
iny objekt je vyhodnoteny ako
nefunkény, znizi sa HSRP
priorita routera o istu hodnotu

HSRP interface tracking — prvy spésob

! Interface tracking
! Hodnota penalty vyjadruje, o kolko sa znizi nasa HSRP priorita,

' ak je sledované rozhranie nefunkcné, Standardne 10
Router (config-if)# standby group-number track interface [ penalty ]

! ZruSenie interface tracking
Router (config-if)# no standby group-number track

Interface tracking (object tracking) — iny
sposob

Switch(config)# track object-number interface interface
{ line-protocel | ip routing }

Switch(config-track)# exit
Switch(config)# interface ...

Switch(config-if)# standby group—number track object-number
[ decrement penalty ]

DLS1 (config)# track 100 interface Port-channel 1 line-protocol
DLS1 (config-track) #fexit
DLS1 (config)# int wvlan 20
DLS1 (config-if)# standby 1 track 100 ?
decrement Priority decrement
shutdown Shutdown group
<cr>

DLS1 (config-if)# standby 1 track 100 decrement 60

HSRP autentifikacia

! Plain text autentifikiacia
! Heslo ako clear text
Switch(config-if)# standby group-number authentication string

! MD5 autenfikacia

! Posiela sa MD5 hash z obsahu HSRP paketu a hesla

Switch(config-if)# standby group-number authentication mdb5
key-string string

! MD5 autentifikacia s vyuzitim key chain
Switch(confiqg)# key chain chain-name
Switch(config-keychain)# key key-number
Switch(config-keychain-key) # key-string string

Switch(config)# interface ...
Switch(config-if)# standby group-number authentication md5
key-chain chain-name

= Upozornenie: autentifikdcia neprindsa nijaku realnu bezpeénost’
= Dva HSRP routery s réznymi heslami si navzéjjom ignoruju pakety a oba sa
vyhlasia za Active, ¢o povedie ku konfliktu vIP/VMA

= vIP je mozné (omylom ¢€i zamerne) nastavit na akomkofvek inom zariadeni
v sieti, ¢im takisto kompromitujeme €innost HSRP grupy




Debug HSRP

DLS1# debug standby ?

debug standby — ukazka volby Active

DL51# debug standby

errors HSRP errors gizi#dehuggihg is on
events HSRP events
packets HSRP packets *Mar 8 20:34:10.221: sBll: Vv11il In..:!.t: a/HSRP enabled
+ Di 1 1imited £ HSRP inf +i *Mar 8 20:34:10.221: SB1ll: V11l Init -> Listen
erse isplay limited range o inrormation *Mar 8 20:34:20.221: $B11l: V111 Listen: c/Active timer expired (unknown)
Lcor> *Mar 8 20:34:20.221: sBll: V11l Listen -> Speak
*Mar 8 20:34:20.221: SBll: V111l Hello out 172.16.11.111 Speak pri 100 ip 172.16.11.115
*Mar 8 20:34:23.101: SB1l: V111l Hello ocut 172.16.11.111 Speak pri 100 ip 172.16.11.115
*Mar B 20:34:25.961: SB1l: V11l Hello out 172.16.11.111 Speak pri 100 ip 172.16.11.115
*Mar 8 20:34:28.905: 5B1l1l: V111l Hello out 172.16.11.111 Speak pri 100 ip 172.16.11.115
*Mar B 20:34:30.221: 5Bl1l1l: V11l Speak: d/Standby timer expired (unknown)
ab db *Mar B8 20:34:30.221: SB1ll: V11l Standby router is local
DLS:L# g 'ng’ stan Y terse *Mar 8 20:34:30.221: sB11l: Vv1ll Sspeak -> Standby
HSRP: *Mar B 20:34:30.221: SB1l: V111 Hello out 172.16.11.111 Standby pri 100 ip 172.16.11.115
RP eb s = *Mar B 20:34:30.221: S$B11: V111l Standby: c/Active timer expired (unknown)
HS Errors d ugglng J_'S on *Mar 8 20:34:30.221: s5B11l: V11l Active router is local
HSRP Events debugg'lng 18 On *Mar 8 20:34:30.221: sBll: V11l standby router is unknown, was local
i othb un *Mar B8 20:34:30.221: sBll: V11l sStandby -> Active
(protocol, neig (_)r, J_’:ed dancy, track, ha, arp) *Mar 8 20:34:30.221: $STANDBY-6-STATECHANGE: Vlanll Group 11 state Standby -> Active
HSRP Packets debugging is on *Mar 8 20:34:30.221: SB11: V111 Hello out 172.16.11.111 Active pri 100 ip 172.16.11.115
(Coup, Resign)
y 3 . .
debug standby — ukazka vol'by Active pri
DLS1# debug standby
*Mar 1 00:16:41.295: %SYS-5-CONFIG I: Configured from console by consocle g i = _
#Mar 1 00:16:43.095: $LINK-3-UPDOWN: Interface Vlanll, changed state to up Mar. 20508 28 50c. BobE, VINOuEdiettace LB .
#Mar 1 00:16:43.099: SB: V11l Interface up Mar 3 05:38:28.502: HSRP: V110 Starting minimum interface delay (1 secs)
#Mar 1 00:16:43.099: SB11: V111 Tnit: a/HSRP enabled *Mar 3 05:38:29.458: HSRP: V110 Grp 1 Active router is 172.16.10.102
*Mar 1 00:16:43.099: 8B11: V111 Init —> Listen *Mar 3 05:38:29.458: HSRP: V110 Nbr 172.16.10.102 is no longer passive
*Mar 1 00:16:43.295: SBE11: V111 Hello in 172.16.11.112 Active pri 50 ip 172.16.11.115 *Mar 3 05:38:29.458: HSRP: V110 Nbr 172.16.10.102 active for group 1
*Mar 1 00:16:43.295: SB11: V111 Active router is 172.16.11.112 *Mar 3 05:38:29.500: HSRP: V110 Interface min delay expired
*Mar 1 00:16:43.295: SB11: V111 Listen: h/Hello rcvd from lower pri Active router (50/172.16.11.112) *Mar 3 05:38:29.500: HSRP: V110 Grp 1 Init: a/HSRP enabled
*Mar 1 00:16:43.295: SB11: V111 Active router is local, was 172.16.11.112 *Mar 3 05:38:29.500: HSRP: V110 Grp 1 Init -> Listen
*Mar 1 00516543.295: SBll: V11l Coup out 172.16.11.111 Listen pri 100 ip 172.16.11.115 *Mar 3 05:38:29.500: HSRP: V110 Grp 1 Redundancy "hsrp-V110-1" state Init -> Backup
Map =00 19 40200 ] ! : *Mar 3 05:38:29.500: HSRP: V110 IP Redundancy "hsrp-V110-1" update, Init -> Backup
:;Er 1 ggig:gzgg %Siiwafiffs%?m??ﬁviﬁi fﬁ"q’ E: state i;gt‘?“ ;;2’1‘;?1’: e *Mar 3 05:38:30.507: $LINK-3-UPDOWN: Interface Vlanl0, changed state to up
- oy =3 S 2 flol loou: e Actlve-pre 205 R *Mar 3 05:38:30.515: $LINEPROTO-5-UPDOWN: Line protocol on Interface V1anl0, changed state to up
*Mar 1 00:16:43.303: SBl1l: V111l Hello in 172.16.11.112 Speak pri 50 ip 172.16.11.115 *Ma 3 05:38:32.260: HSRE: V110 G 1 Listen: h/Hell d £ 1 i Acti t
*Mar 1 00:16:44.095: FLINEPROTQO-5-UPDOWN: Line protocel on Interface Vlanll, changed state to uwp 0; 22 E v 62 2 3 s A TS e e 4 TomSoNaer pro Actl.ve roucar
*Mar 1 00: .187: SBl1l: V111 Hello in 172.16.11.112 Speak pri 50 ip 172.16.11.115 (100/172.16.10.102) _ )
*Mar 1 00: .207: SB11l: V11l Hello cut 172.16.11.111 Active pri 100 ip 172.16.11.115 *Mar 3 05:38:32.260: HSRP: V110 Grp 1 Active router is local, was 172.16.10.102
*Mar 1 00: .095: SB11: V111 Hello in 172.16.11.112 Speak pri 50 ip 172.16.11.115 *Mar 3 05:38:32.260: HSRP: V110 Nbr 172.16.10.102 no longer active for group 1 (Listen)
*Mar 1 00: .195: SBll: V111 Hello out 172.16.11.111 Active pri 100 ip 172.16.11.115 *Mar 3 05:38:32.260: HSRF: V110 Nbr 172.16.10.102 Was active or standby - start passive holddown
*Mar 1 00: .079: sBl1l: V111 Hello in 172.16.11.112 Speak pri 50 ip 172.16.11.115 *Mar 3 05:38:32.260: HSRP: V110 Grp 1 Listen =-> Active
*Mar 1 00 -147: sBl1: V111 Hello ocut 172.16.11.111 Active pri 100 ip 172.16.11.115 *Mar 3 05:38:32.260: %HSRP-5-STATECHANGE: Vlanl0 Grp 1 state Listen -> Active
*Mar 1 00 -303: SB11: V111 Hello in 172.16.11.112 Standby pri 50 ip 172.16.11.115 *Mar 3 05:38:32.260: HSRP: V110 Grp 1 Redundancy "hsrp-V110-1" state Backup -> Active
:Mﬂr 1 00 =209 Sml1: NI Standhysronter s 1D 06 T2 p *Mar 3 05:38:32.260: HSRP: V110 Added 172.16.10.1 to ARP (0000.0c07.2c01)
Mar 1 00 .083: SB11: v111 Hello ?ut 172.16.11.111 Active pri 100A1p 172.16.11.115 +*Mar 3 05:38:32.268: HSRP: V110 Grp 1 Activating MAC 0000.0c07.ac0l
*Mar 1 00 .231: SB11: v111 Hello in 172.16.11.112 Standby pri 50 ip 172.16.11.115 * . : - 3 s o
- x 2 = Mar 3 05:38:32.268: HSRP: V110 Grp 1 Adding 0000.0c07.ac0l to MAC address filter
Mar 1 00 .023: SB11: V111 Hello ocut 172.16.11.111 Actiwve pri 100 ip 172.16.11.115 7
*Mar 1 00 .293: SB11: V111 Bello in 172.16.11.112 Standby pri 50 ip 172.16.11.115 *Mar 3 05:38:32.268: HSRE: V110 IP Redundancy "hsrp-V110-1" update, Backup -> Active
*Mar 1 00 .983: SB11: V111 Hello out 172.16.11.111 Active pri 100 ip 172.16.11.115 *Mar 3 05:38:35.254: HSRF: V110 IF Redundancy "hsrp-v]_.lo-l" update, Active -> Active
*ar 1 00 .211: SB11: V111 Hello in 172.16.11.112 Standby pri 50 ip 172.16.11.115 *Mar 3 05:38:42.913: HSRP: V110 Grp 1 Standby router is 172.16.10.102
*Mar 1 00 .847: SB11: V111 Hello out 172.16.11.111 Active pri 100 ip 172.16.11.11 *Mar 3 05:38:42.213: HSRP: V110 Nbxr 172.16.10.102 is no longer passive
*Mar 3 05:38:42.913: HSRP: V110 Nbr 172.16.10.102 standby for group 1




Diagnostika HSRP autentifikacie

Switch# debug standby errors

*Mar 3 05:40:49.606: HSRP: V11 Grp 1 Auth failed for Hello pkt
from 10.1.1.102, Text auth failed

*Mar 3 05:40:52.131: HSRP: V11 Grp 1 Auth failed for Hello pkt
from 10.1.1.102, Text auth failed

*Mar 3 05:40:54.715: HSRP: V11 Grp 1 Auth failed for Hello pkt
from 10.1.1.102, Text auth failed

Konfiguracia a overenie HSRP

= Koncova stanica by sa nemala dozvediet' fyzickit MAC
alebo IP adresu aktivheho routera

= Ak funkciu Active preberie iny router, znalost' fyzicke] MAC adresy
znemoZni koncovej stanici zacat' transparentne pouzivat' novy

Active router

= Podobny problém méZe spdsobit’ znalost' realnej IP adresy

= Aktivacia HSRP na rozhrani modifikuje spravanie sa

protokolov ICMP a ARP

= Na aktivhom routeri Proxy ARP odpovedéa pomocou vVMAC, na
ostatnych routeroch v HSRP grupe je Proxy ARP vypnuty

= Obsluha ICMP protokolu je podstatne zloZitejSia, odporu¢am
detaily zistit z ,Cisco 10S |P Application Services Configuration
Guide® pre 10S 15.0M a novsi

HSRP load balancing — tzv. MHSRP

Trunk Link Carrying Trunk Link Carrying
Both VLAN10 and ——3»- <— Both VLAN10 and
VLAN20 Traffic VLAN20 Traffic

172.16.10.110
Virtual Router
for VLAN10

172.16.20.120
Virtual Router

Active Router for VLAN10 for VLAN20

Standby Router for VLAN20 Standby Router for VLAN10
To load balance routers and links:

- Per VLAN, configure the HSRP active router and the spanning tree root to
be the same multilayer switch.

Priklad konfiguracie HSRP

Load Balance

Lavy (config) #interface FastEthernet0/0

Lavy (config) #noc shut

Lavy (config) #interface FastEthernet0/0.1
Lavy (config-if) #encapsulation dotlQ 1 native
Lavy (config-if) #ip address 152.168.1.101
255.255.255.0

Lavy (config-if)#standby 1 priority 150

Lavy (config-if)#standby 1 ip 192.168.1.1
Lavy (config-if)#standby 1 preempt

Lavy (config-if)fistandby 1 track fa 0/1 60
Lavy (config-if) #interface FastEthernet0/0.2
Lavy (config-if) #encapsulation dotlQ 2

Lavy (config-if) #ip address 192.168.2.101
255.255.255.0

Lavy(config-if)fistandby 2 ip 192.168.2.1
Lavy(config-if)fstandby 2 preeempt

Lavy (config-if) #interface FastEthernet0/1
Lavy (config-if) #ip address 10.0.0.1 255.0.0.0
Lavy (config-if) #exit

Lavy (config) #router rip

Lavy (config-router) §network 10.0.0.0

Lavy (config-router) §network 192.168.1.0

Lavy (config-zouter) inetwork 152.168.2.0

Pravy (config)#interface FastEthernet0/0

Pravy (config)#no shut

Pravy (config)#interface FastEthernet0/0.1
Pravy (config-if) §encapsulation dotlQ 1 native
Pravy (config-if) #ip address 192.168.1.102
255.255.255.0

Pravy (config-if) §standby 1 ip 192.168.1.1
Pravy (config-if) #standby 1 preempt

Pravy (config-if) #interface FastEthernet0/0.2
Pravy (config-if) #encapsulation dotlQ 2

Pravy (config-if) #ip address 192.168.2.102
255 _255.255.0

Pravy (config-if) #standby 2 ip 192.168.2.1
Pravy (config-if) #standby 2 priority 150
Pravy (config-if) #standby 2 preempt

Pravy (config-if) §standby 2 track fa 0/1 60
Pravy (config-if) #interface FastEthernet0/1
Pravy (config-if) #ip address 10.0.0.2 255.0.0.0
Pravy (config-if) #exit

Pravy (config) #router rip

Pravy (config-router) fnetwork 10.0.0.0

Pravy (config-router) fnetwork 192.168.1.0
Pravy (config-router) fnetwork 192.168.2.0




Overenie konfiguracie —
sh standby brief

Lavy#sh standby brief

Interface Grp Prio P State Active

Fa0/0.1
Fa0/0.2

P indicates configured to preempt.

|

Standby Virtual IP
1 150 P Active local 192.168.1.102 192 _168.1.1
2 100 P Standby 192.168.2.102 local 192.168.2.1

Overenie konfiguracie —
sh standby

Pravy#sh standby brief
P indicates configured to preempt.
I

Interface Grp Prio P State Active Standby
Fa0/0.1 1 100 P standby 192.168.1.100 local
Fa0/0.2 2 150 P Active local 192.168.2.100

Virtual IP
192 _163.1.1
192_163.2.1

Lavy#sh standby
FastEthernet0/0.1 - Group 1
State is Active
11 state changes, last state change 00:05:16
Virtual IP address is 192.168.1.1
Active virtual MAC address is 0000.0c07.ac01
Local virtual MAC address is 0000.0c07.2c01 (vl default)
Hello time 3 sec, hold time 10 sec
Next hello sent in 1.784 secs
Preemption enabled
Active router is local
Standby router is 192.168.1.102, priority 100 (expires in 9.788 sec)
Priority 150 (configured 150)
IP redundancy name is "hsrp-Fa0/0.1-1" (default)
FastEthernet0/0.2 - Group 2
State is Standby
7 state changes, last state change 01:41:07
Virtual IP address is 192.168.2.1
Active virtual MAC address is 0000.0c07.ac02
Local virtual MAC address is 0000.0c07.ac02 (vl default)
Hello time 3 szec, hold time 10 sec
Next hello sent in 2.98B8 secs
Preemption enabled
Active router is 192.168.2.102, priority 150 (expires in 7.796 sec)
Standby router is local
Priority 100 (default 100)
IP redundancy name is "hsrp-Fa0/0.2-2" (default)

Virtual Router Redundancy

Protocol

Virtual Router Redundancy Protocol

= Otvorena alternativa k proprietarnemu HSRP
= |ETF RFC 3768 — Verzia 2
= [ETF RFC 5798 — Verzia 3 (IPv4 + |Pv6)

= Princip ¢innosti je podobny HSRP
= MnoZina navzajom zalohujucich sa routerov sa nazyva VRRP Group a
predstavuje virtualny router s viastnou vMAC a vIP
= Nositel VYMAC/VIP sa vola Master (ekvivalent Active)
= Vo VRRP méZe vIP byt zhodna s IP adresou niektorého €lena grupy

= Tento ¢len sa nazyva IP Address Owner a vZdy vyhra volby na Master
(bude ohlasovat prioritu 255), dokonca bez ohladu ha preempt

= Ak sa pouZiva len virtualna IP, volba prebieha na zaklade priority a vys3ej
IP adresy (konfigurovatefna priorita je od 1 do 254)

= VMAC adresa virtual routra je 0000.5e00.01xx, kde xx je hexa Cislo grupy
= V8etky ostatne routery vo VRRP grupe sa nazyvaju Backup
= VRRP nema koncept Standby routera




VRRP ¢innost’

Step Description Notes

1

Router A is currently the master, so = Router A is the only device sending

4

it is sending adverti by
default every 1 second.

Router A fails. Advertisements stop.
Router B and Router C stop By default, the master down interval
receiving advertisements and wait is 3 seconds plus the skew time.

for their respective master down
interval to expire before Iransitioning
to the master slate.

Because the skew time is inversely | The skew time for Router B equals. R&

| proportional to priority, the master {256 — 200) / 256, which is
down interval of Router B is less
than that of Router C.
Router B has a master down interval | (256 — 100) / 256, which is

approximately equal to 0.2 seconds.
The skew time for Router C equals.

of approximately 3.2 PP ly equal t0 0.6
Router C has a master down interval
of approximately 3.6 seconds.

Router B transitions to the master
stale after 3.2 seconds and starts
sending advertisements.

Router C receives the

advertisement from the new masler,

s0 it resets its master down interval
| and remains in the backup state.

= Master router posiela tzv. advertisements
= |P 224.0.0.18, protokol 112, interval 1s

= Ak sa Master zrieka svojej Ulohy

= Posle advertisement s prioritou 0 (ako
Resign)

= Backup s najvyS3ou prioritou preberie
Ulohu Master po €ase skew time
= Ak Master odide nahle, pouzijeme
tasovale
= Advertisement interval: 1s
= Master down interval:
= Cas, po uplynuti ktorého povaZujeme
Master router za nefunkény
= 3x Advertisement Interval + skew time
= Skew time

= (256 - priority)/ 256 s
= Preempt je vo VRRP Standardne zapnuty

Konfiguracia VRRP

! Switch &
SwitchA (config)# interface vlanlO
SwitchA (config-if)# ip address 10.1.10.5 255.255.255.0

! Textovy popis (nepovinny)
SwitchA (config-if)# vrrp 10 description POPIS GRUPY

! Virtual IP pre grupu 10
SwitchA(config-if)# vrrp 10 ip 10.1.10.1

! Priorita pre router a pre grupu 10 (Standardna priorita je 100)
SwitchA(config-if)$# vrrp 10 priority 150

! Preempt
SwitchA (config-if)# vrrp 10 preempt delay minimum 380

! Advertisement timer
SwitchA (config-if)# vrrp 10 timer advertise 4

! Casovade vietkych routerov v grupe musia byt identické,
! inak si navzAdjom nebudu akceptovat Advertisement spravy
! a kazdy z nich sa vyhlasi za Master router

Overenie a diagnostika VRRP

Switch# show vrrp

Switch# show vrrp all

Switch# show vrrp GROUP_ NUM

Switch# debug vrrp
Switch# debug vrrp
Switch# debug vrrp
Switch# debug vrrp
Switch# debug vrrp

all

error
events
packets
state

Interface tracking (object tracking)

! Monitorovanie stavu rozhrania
track 1 interface Serial0/l1 line-protocol
!
interface Ethernetl/0

ip address 10.0.0.2 255.0.0.0

vrrp 1 ip 10.0.0.3

vrrp 1 priority 120

vrrp 1 track 1 decrement 25




VRRP autentifikacia

= Autentifikacia vo v8etkych troch formach (plaintext, MD5
heslo, MD5 kl'u¢enka) sa konfiguruje vo VRRP
analogicky ako v HSRP

= Autentifikacia je vo VRRP rovnako nezmyselna ako v HSRP
= RFC 3768 cielene podporu autentifikacie z VRRP
vypustilo s peknou analyzou, pre€o je zbyto&na
= Cisco zatial stéle autentifikaciu podporuje

Diagnostika VRRP autentifikacie

Switch# show vrrp

Ethernet0/1 - Group 1
State is Master
Virtual IP address is 10.21.0.10
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1.000 sec
Preemption is enabled

min delay is 0.000 sec
Priority is 100

Authentication MD5, key-string
Master Router is 10.21.0.1 (local), priority is 100
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec

Diagnostika VRRP autentifikacie

Routerl#: debug vrrp authentication

VRRP: Sent: 21016401FEQ50000AC1801FE0000000000000000
VRRP: HshC: B861CBF1B9026130DD34AED849BECBAL

VRRP: Rcvd: 21016401FE050000AC1801FE0000000000000000
VRRP: HshC: B861CBF1B9026130DD34AED849BECBAL
VRRP: HshR: C5E193C6D84533FDC750F85FCFRBO51E]L
VRRP: Grp 1 Adv from 172.24.1.2 has failed MD5 auth

Router2#: debug vrrp authentication

VRRP: Sent: 21016401FE050000AC1801FE0000000000000000
VRRP: HshC: C5E193CéD84533FDC750F85FCFBO51EL

VRRP: Revd: 21016401FE050000AC1801FE0000000000000000
VRRP: HshC: C5E193C6éD84533FDC750F85FCFBO51E1L
VRRP: HshR: B861CBF1B9026130DD34AEDS8A9BECS8AL
VRRP: Grp 1 Adv from 172.24.1.1 has failed MD5 auth

Gateway Load

Balancing Protocol




Gateway Load Balancing Protocol

= Cielom GLBP (U.S. Patent 7881208) je vylepSenie HSRP s
cielom vyuZit pdvodne neaktivne routery

= Routery Standby a Other v HSRP beZia a su plnohodnotné, avsak
kedZe nie suU nositefmi vMAC/VIP, stanice ich nevyuZivaju

= Daju sa robit rézne triky, ako nad jednou IP sietou vytvorit niekolko
HSRP/VRRP grup a klientov medzi tieto grupy rozdelit

= Tieto triky su véak v kone¢nom dbsledku statické a pomerne
neobratné

= GLPB vychadza z HSRP a jeho ideou je vyuzit subezne
viacerych Clenov GLBP grupy pre poskytovanie smerovacich
sluzieb
= Na to GLBP pouziva
= Jednu vIP pre grupu
= Viaceré, najviac 4, vMAC na grupu

GLBP - Zakladné bloky

= GLBP grupa ma dva druhy ¢lenov: Active Virtual Gateway (AVG) a
Active Virtual Forwarder (AVF)

= Active virtual gateway (AVG)
= Zvoleny ako router s najvyssou prioritou, pripadne najvy$sou IP
= Na jednu GLBP grupu pripada prave jeden AVG

= Ulohou AVG je pridelit dal$im &élenom GLBP grupy rézne vMAC adresy k tej
istej vIP a odpovedat klientom na ARP Ziadosti na vIP

= Dispecer grupy: ked pride Ziadost o preklad vIP na vMAC, AVG vrati
klientovi niektord z vMAC, ktoru pridelil
= Active virtual forwarder (AVF)
= Maximalne 4 na grupu (ak je routerov viac, su v tichom rezime Backup AVF)
= AVF su zodpovedni za im pridelenu vMAC/IP
= AVG je zaroven AVF
= KaZzdy AVG/AVF posiela Hello messages kaZdé 3 sekundy na adresu
224.0.0.102, UDP/3222

= VV8etky routery v GLBP grupe sa navzajom zalohuju (AVG aj AVF)

GLBP cinnost’
AVG/AVF viP AVF
10.88.1.10

glbp 1 ip 10.88.1.10
vMAC 0000.0000.0001

glbp 1 ip 10.88.1.10
' vMAC 0000.0000.0002

10.88.1.0/24

S5
=
=
ARPs for 10.88.1.10 ARPs for 10.88.1.10
Gets MAC 0000.0000.0001 Gets MAC 0000.0000.0002

GLBP mechanizmy rozkladania zat'aze

= GLBP podporuje 3 mechanizmy rozkladania zataze:
= Vazeny round-robin (Weighted load-balancing algorithm)

= Objem prevadzky pripadajuci na AVF je Umerny vahe, ktoru
tento AVF ohlasuje

= Per-host (Host-dependent load-balancing algorithm)
= Konkrétna koncova stanica pouziva vzdy ten isty AVF
= Round-robin load-balancing algorithm (predvoleny)

= Na ARP otazky klientov AVG odpoveda cyklickym striedanim
pridelenych vMAC




Konfiguracia GLBP

! Bezna IP adresa rozhrania
Switch(config-if)# ip address ip-address mask [secondary]

! vIP adresa
Switch(config-if)# glbp group—number ip [ip-address [secondary]]

! Priorita
Switch(config-if)# glbp group-number priority level

! Preempcia pre AVG (Standardne vypnuta)
Switch(config-if)# glbp group-number preempt [delay min seconds]

! Preempcia pre AVF (Standardne zapnuta)
Switch(config-if)# glbp group-number forwarder preempt
[delay min seconds]

! Casovade
Switch(config-if)# glbp group-number timers [msec] hellotime
[msec] holdtime

! Typ load-balance
Switch(config-if)# glbp group-number load-balancing
{ host-dependent | round-robin | weighted }

GLBP Objekt tracking a weighting

= Riesi situaciu, kedy sa ma AVF vzdat svojej ulohy

Switch (confiqg)# track cbject-number interface interface

{line-protocol | ip routing}
Switch (config-track)# exit
Switch (config)# interface type mumber
Switch(config-if)# glbp group weighting maximum [lower lower] [upper upper]
Switch (config-if) # glbp group weighting track object-number [decrement
value]
Switch (config-if)# glbp group forwarder preempt [delay minimum seconds]
Switch (config-if)# end

Switch# configure terminal

Switch (config)# track 2 interface Port-channel 1 line-protocol
Switch (config-track)# exit

Switch (config)# interface vlan 10

Switch (config-if)# glbp 10 weighting 110 lower 95 upper 105
Switch (config-if)# glbp 10 weighting track 2 decrement 20
Switch(config-if)# glbp 10 forwarder preempt delay minimum 60
Switch (config-if)# end

Overenie a diagnostika GLBP

Switch# show glbp
Switch# show glbp brief
Switch# show glbp GROUP_NUM

Switch# debug glbp error
Switch# debug glbp events
switch# debug glbp packets
Switch# debug glbp terse

Konfiguracia GLBP

AVG Standby AVG
AVF vMAC 0000.0000.0001  AVF vMAC 0000.0000.0002  AVF vMAC 0000.0000.0003
VLAN 50 VLAN 50 VLAN 50
192.188.1.10 192.188.1.11 192.1868.1.12
0000.a838 agaa 0000.bbbb bbbb 0000.cccc.coce

Catalyst A

.
AVG: ~

1/
Catalyst B Catalyst C
PALY
All ARP Replies for >

192.168.1.1 2
“ A

‘Outbound Traffic
to Gateways __.~
-

-

Gateway: 192.168.1.1 Gateway: 192.168.1.1 Gateway: 192.168.1.1 Gateway: 192.168.1.1
Gateway ARP: 0000,0000.0001 Gateway ARP: 0000.0000.0002 Gateway ARP: 0000.0000.0003 Gateway ARP: 0000.0000.0001




Konfiguracia — priklad

CatalystA(config) # interface vlan 50

CatalystA(config-if)# ip address 192.168.1.10 255.255.255.0
CatalystA(config-if)# glbp 1 priority 200
CatalystA(config-if)# glbp 1 preempt

CatalystA(config-if)# glbp 1 ip 192.168.1.1

CatalystB(config)# interface wvlan 50

CatalystB(config-if)# ip address 192.168.1.11 255.255.255.0
CatalystB(config-if)# glbp 1 priority 150
CatalystB(config=-if)# glbp 1 preempt

CatalystB(config-if)# glbp 1 ip 192.168.1.1

CatalystC(config) # interface wvlan 50

CatalystC(config-if)# ip address 192.168.1.12 255.255.255.0
CatalystC(config-if)# glbp 1 priority 100
CatalystC(config-if)# glbp 1 ip 192.168.1.1

Overenie — priklad

CatalystA# show glbp brief

Interface Grp Fwd Pri State Address Active router Standby router
vlse 1 200 Active 192.168.1.1 local 192.168.1.11
v1lse 1 1 7 Active 0007.b400.0101 local

V150 1 2 7 Listen Q007.b400.0102 192.168.1.11

vlse 1 3 7 Listen 0007 .b400.0103 192.168.1.13

CatalystB# show glbp brief

Interface Grp Fwd Pri State Address Active router  Standby router
V150 1 150 Standby 192.168.1.1 192.168.1.10 local

V150 1 1 7 Listen 0007 .b400.0101 192.168.1.10 -

v1se 1 2 7 Active 0007.b400.0102 local

V150 1 3 7 Listen 0007 .b400.0103 192.168.1.13 -

CatalystB#
[CatalystcH show glbp briet

Interface Grp Fwd Pri State Address Active router Standby router
V150 1 100 Listen 192.168.1.1 192.168.1.10 192.168.1.11
V150 1 1 7 Listen 0007 .b400.0101 192.168.1.10 -

vlse 1 2 7 Listen 0007 .b400.0102 192.168.1.11 -

vlse 1 3 7 Active 0007.b400.0103 local

CatalystC#

Vypis show glbp na CatalystA

CatalystA# show glbp

V1an50 - Group 1

State is Active

7 state changes, last state change 03:28:05

Virtual IP address is 192.168.1.1

Hello time 3 sec, hold time 10 sec

Next hellc sent in 1.672 secs

Redirect time 600 sec, forwarder time-out 14400 sec
Preemption enabled, min delay 0 sec

Active is local

Standby is 192.168.1.11, priority 150 (expires in 9.632 sec)
Priority 200 (configured)

Weighting 100 (default 100), thresholds: lower 1, upper 100
Load balancing: round-robin

There are 3 forwarders (1 active)

Forwarder 1

State is Active

3 state changes, last state change 03:27:37

MAC address is 0007.b400.0101 (default)

I0S Server Load

Balancing




Server Load Balancing

= SLB poskytuje rozklad zataze v serverovej farme

= SLB vykonava balancing
= Podla informécii z L4 az L7
= Sofvérovo
= Hardvérovo

Web Servers

-

- - %e.y\
V- 4 108 5L8 4—»i
= Je vyZadovany modul Cisco Application Control Engine

(ACE)
= Dostupné len na prepinaci Cat6500

= \V'yhody
= ZniZzena zataz na individualne servery

= Zvysena bezpefnost, lebo realna IP adresa serverov nemusi

byt viditelna
= ZniZzenie ¢asu nedostupnosti pri nasadeni viac serverov

Pracovné rezimy Cisco IOS SLB

= Dispatched mode

= KaZdy server vo farme ma svoju realnu adresu a naviac virtudlnu adresu

celej farmy — konfigurovana na Loopbacku alebo ako sekundarna IP

= Presmerovanie sa deje vloZenim paketu idlceho na virtualnu IP do
ramca adresovaného MAC adrese konkrétneho realneho servera

= V tomto rezime musia byt servery spolu so SLB v spolocnej sieti

* Directed mode
= KaZdy server vo farme ma iba svoju realnu adresu
= Virtudlna adresa celej farmy je serverom neznama

= SLB realizuje NAT tak, Ze prepisuje ciefovu virtualnu IP na adresu
konkrétneho realneho servera

Konfiguracia serverovej farmy v datovom

centre s realnymi servermi

= Krok 1. Definuje serverovu farmu:

Switch(config)# ip slb serverfarm SERVERFARM-NAME

=Krok 2. Prida realny server do serverovej farmy:
Switch (config-slb-sfarm)# real A.B.C.D

= Krok 3. Povoli pouzivanie realneho servera vo farme:

Switch (config-slb-real)# inservice

S I"ealnym[ Serverml (2) i 10.1.1.20 10.1.1.21

Restricted

'
- Webserver Farm

= Dve farmy v datovom centre,
PUBLIC a RESTRICTED

= PUBLIC: tri redlne servery:
10.1.1.1,101.1.2a10.1.1.3

Virtual Server 10.1.1.200
Port 80

=

Virtual Server 10.1.1,100

Port 80 B

= RESTRICTED: dva realne servery: i | [

10.1.1.20 a 10.1.1.21 b pubic ' i
: Webserver Farm

Switch(config)# ip slb serverfarm PUBLIC

switch (config-slb-sfarm) # nat sexrver ! Len pre Dlrected Mode
Switch (config-slb-sfarm)$# real 10.1.1.1
Switch(config-slb-real)# inservice

Switch (config-slb-real)# real 10.1.1.2

Switch (config-slb-real)# inservice

Switch (config-slb-real)$# real 10.1.1.3

Switch (config-slb-real)# inservice

Switch (config)# ip slb serverfarm RESTRICTED

Switch (config-slb-sfarm)$# nat server ! Len pre Directed Mode
Switch (config-slb-sfarm)# real 10.1.1.20

Switch (config-slb-real)# inservice

Switch(config-slb-real)#$# real 10.1.1.21

Switch (config-slb-real)# inservice




10.1.1.20 10.1.1.21

i
i

|

| Restricted
' Webserver Farm |
: H
i
i

Diagnostika SLB

Virtual Server 10.1.1.200 P

= Zobrazenie stavu a konfigurécie For 80
serverovych fariem
= Asociované redlne servery s+~ el N T
= Stav realnych serverov n ‘ ‘ |
= Systém rozkladania zataze j SRS ' ' ' :

= Pocet obsluhovanych spojeni

Switch# show ip slb real

real farm name weight state cons
10.1.1.1 PUBLIC 8 OPERATIONAL 0
10.1.1.2 PUBLIC 8 OPERATIONAL 0
10.1.1.3 PUBLIC 8 OPERATIONAL 0
10.1.1.20 RESTRICTED B OPERATIONAL 0
10-1:.1.21 RESTRICTED B OPERATIONAL 0

Switch# show ip slb serverfarm

server farm predictor nat reals bind id
PUBLIC ROUNDROBIN none 3 0
RESTRICTED ROUNDROBIN none 2 ]

Konfiguracia serverovej farmy v datovom centre
s virtualnymi servermi (1)

= Krok1. Definuje virtualny server:

Switch(config) # ip slb vserver vserver-name

= Krok 2. Nastavi IP adresu virtualneho servera:

Switch(config-slb-vserver)# virtual ip-address [network-mask] {tcp
| udp} [port-number | wsp | wsp-wtp | wsp-wtls | wsp-wtp-wtls]
[service service-name]

= Krok 3. Asociuje serverovu farmu k virtualnemu serveru:

Switch(config-slb-vserver)# serverfarm primary-serverfarm-name
[backup backup-serverfarm—name [sticky]]

= Krok 4. Povoli virtualny server

Switch(config-slb-vserver)# inservice

= Krok 5. Specifikuje klientov, ktori maju pristup na virtualny server:

Switch(config-slb-vserver)# client ip-address network-mask

Konfiguracia serverovej farmy v datovom
centre s virtualnymi servermi (2)

10.1.1.20 10.1.1.21
Restricted

i
]
!
;
'
. Webserver Farm
'
!
]
1

Virtual Server 10.1.1.200 e e e e o i e e e O =
Port 80

=

Virtual Server 10.1.1.100
Port 80 P . e R S e S S [

I i
I ]
| ;
| Public :
| Webserver Farm :
\ ;
l '
I i
| :
\

10.1.1.1 10.1.1.2 10.1.1.3

Overenie

! Verifikacia konfiguracie
Switch# show ip slb vserver

slb vserver prot virtual state cons
PUBLIC HTTP TCP 10.1.1.100:80 OPERATIONAL 0
RESTRICTED HTTP TCP 10.1.1.200:80 OPERATIONAL 0

! Stav spojenia
Switch# show ip slb connections
vserver prot client real state nat

RESTRICTED_HTTP TCP 10.4.4.0:80 10.1.1.20 CLOSING none

Switch(config)# ip slb vserver PUBLIC_HTTP

Switch (config-slb-vserver)# virtual 10.1.1.100 tcp www
Switch (config-slb-vserver)$# serverfarm PUBLIC

Switch (config-slb-vserver)# inservice

Switch(config)# ip slb vserver RESTRICTED HTTP

Switch (config-slb-vserver)# virtual 10.1 .1.200 tep www
Switch (config-slb-vserver)# client 10.4.4.0 255.255.255.0
Switch (config-slb-vserver)# serverfarm RESTRICTED

Switch (config-slb-vserver)# inservice




Overenie

= Zobrazenie detailnych info o stave omedzeného pristupu klienta IP Service Level

restricted Ag reements
show ip slb connections client

= Zobrazenie Statistik
show ip slb stats

Switch# show ip slb connections client 10.4.4.0 detail
VSTEST _UDP, client = 10.4.4.0:80

state = CLOSING, real = 10.1.1.20, nat = none

v_ip = 10.1.1.200:80, TCP, service = NONE

client_syns = 0, sticky = FALSE, flows attached = 0

Switch# show ip slb stats
Pkts via normal switching: 0
Pkts via special switching: 6
Connections Created: 1
Connections Established: 1
Connections Destroyed: 0O
Connections Reassigned: 0
Zombie Count: 0

Connections Reused: 0

IP Service Level Agreements Cisco IOS IP SLAs

= Cisco I0S IP Service Level Agreements (SLAs) sluzia na = Medzi merané parametre patria:
aktivny monitoring Cinnosti siete = Dostupnost sietovej sluzby
= Cisco |IOS IP SLAs testy prenasaju sietou simulované = Cas odpovede (response time)
data a meraju parametre ich prenosu = Jednosmerné oneskorenie (One-way latency)
= Je mozné stanovit, aké hodnoty meranych parametrov musia byt = Jitter (kolisanie oneskorenia)
splnené, aby bol test povazovany za uspesSny = Stratovost paketov
= |P SLA testy je mozZné realizovat medzi = Hodnotenie kvality hlasu
= Dvojicou Cisco zariadeni = Aplikatny vykon

= Cisco zariadenim a beZnym IP uzlom (testy budi obmedzené na
verifikaciu [P aplikacii a sluZieb)




Zdroje, respondenti a operacie v IP SLA

= |P SLA zdroj (source) posiela testovaciu prevadzku na
stanoveny ciefl

= \V/Setky testy su konfigurované na SLA zdroji

= SLA zdroj vyuZiva samostatny riadiaci protokol pre komunikaciu s
respondentom este pred zadiatkom testu (dohodnutie TCP/UDP
portov, typ testu, ziskanie vysledkov atd.). Spravy tohto protokolu
moZu byt autentifikované pomocou MDS5.

= Najma pre ¢asové charakteristiky je nutné, aby zdroj a respondent
boli Casovo synchronizovani (NTP)

= |P SLA respondent (responder), ktory je sucastou |OSu,
je komponent na cieli testovacej prevadzky, ktory slizi na
koordinaciu prebiehajuceho testu s IP SLA zdrojom

= |P SLA operacia (operation) je meranie, ktorého sucastou
je protokol, frekvencia a prahové hodnoty parametrov

IP SLA operacie

Availability :Pp':,g:g;,e | vor SLA Network MPLS | Trouble-

Monitoring Monitoring Monitering || Assessment | Menitering shooting

Measm smu

Packet Network Distribution of

Jitter FTPlDN\ ‘P HTIP LI')P H

IP Server
~ =
-

e e e e e » " Hes
rYqry Cisco 10S ya . ‘:; e
4 i 3
MIB Data ,/ Acl'?e Genstalsd{raﬁ'lc Des.lmahan
ﬁ '»7  toMeasure the Network
IP SLA m - — mos 1P SLA
-------- L& Responder
= |P SLA voéi zariadeniu, na ktorom = |P SLA voéi zariadeniu, na ktorom
nebeZi SLA respondent (web beZi SLA respondent (napr. Cisco
server alebo IP stanica) router)
= Obvykle su to testy beZneho = Je mozné realizovat dodato€né
aplikaného protokolu alebo ping testy, pripadne ziskavat presnejSie
vysledky

Konfiguracia IP SLAs

= Definovat aspon jednu SLA operaciu (test, tzv. probe)

= Definovat aspon jeden tzv. tracking object, ktory bude
reprezentovat Uspech alebo neuspech SLA operacie

= Definovat’ akciu asociovanu s tracking object-om

= Pozor:;

= Poénuc verziou 10Su 12.4(4)T, 12.2(33)SB a 12.2(33)SXl sa
prikaz ip sla monitor nahradza prikazom ip sla

Vytvorenie IP SLA operacie
=Vytvorenie IP SLA operacie

Router (config) #

ip sla operation—number ! alebo: ip sla monitor operation-number

= Parameter operation-number je ID operacie (lubovolné)

Rl (config)# ip sla 1 ! Alebo: ip sla monitor 1
Rl (config-ip-sla)# ?

IP SLAs entry configuration commands:

dhep DHCP Operation

dns DNS Query Operation

exit Exit Operation Configuration

icmp-echo ICMP Echo Operation ! alebo: type echo protocel ipIcmpEcho

icmp-jitter ICMP Jitter Operation
! Skratené kvdli struénosti

Rl (config-ip-sla)#




Defining an IP SLAs ICMP Echo Operation _ , _
icmp-echo — nastavenie detailov

- . = r - v " 7
= Definovanie ping operacie voci non-responder ciefu R1 (config-ip-sla)# icmp-echo 209.165.201.30
Rl (config-ip-sla-echo) # 2
Router (config-ip-sla)#
icmp-echo {destination-ip-address | destination-—-hostname} [source- IP SLAs echo Configuration Commands: .
ip {ip-address | hostname} | source-interface interface-name] def:ult :e?ta comm:?d Lo l;? dEf:?ltS
exi xit operation configuration
frequency Frequency of an operation
Parameter history History and Distribution Data
5 - - Negate a command or set its defaults
destination-ip-address | sy e g
el ST Cielova |IPv4/IPv6 adresa owner ) Owner of Entry
request-data-size Request data size
tag User defined tag
-3 ip-add s : o th hold ti thresheold i 1113 ds
seufses b GD avarzes | (Nepovinné) Stanovuje zdrojovu IPv4/IPv6 adresu S 0;_>era sl e T T
hostname} timeout Timeout of an operation
tos Type Of Service
7 e Z T " e verify-data Verify data
SouTEEsTnESrEs = (Nepovinne) Stanovuje rozhranie, z ktoreho sa pozicia vrf Configure IP SLAs for a VPN Routing/Forwarding in-stance
interface-name zdrojova IPv4/IPv6 adresa
Rl (config-ip-sla-echo) #
Pozor:
= Potnuc verziou I0Su 12.4(4)T, 12.2(33)SB a 12.2(33)SXI sa prikaz = Existuje mnozstvo parametrov, avsak pre nas su teraz

g = h g 1 IpT Ech hrad ik i -ech . .
B SRS TR R e st podstatné len parametre frequency a timeout

icmp-echo — nastavenie detailov Naplanovanie SLA operacie

RoBtEE ot 1 b JTs- Shol e = |P SLA operaciu je potrebné naplanovat

frequency seconds

Router (config) #

= Stanovuje, ako ¢asto sa operacia bude opakovat ip sla schedule operation-number [life {forever | seconds}]
) . o [start-time {hh:mm[:ss] [month day | day month] | pending |
= Parameter seconds udava poget sekiind medzi dvomi behmi tejto now | after hh:mm:ss}] [ageout seconds] [recurring]]

operacie. Standardna hodnota je 60 sekind.

Router (config-ip-sla-echo)# Pozor:

timeout milliseconds = Poéndc verziou IOSu 12.4(4)T, 12.2(33)SB a 12.2(33)SXI sa prikaz
ip sla monitor schedule nahradza prikazom
ip sla schedule

= Stanovuje ¢as, do ktoreho SLA operacia otakava odpoved na
odoslanu Ziadost




Vytvorenie tracking object-u

= Vytvorit' tracking object, ktory bude vyhodnocovat™ vysledok IP
SLA operacie
Router (config) #

track object-number ip sla operation-number {state |
reachability}

Cislo tracking object-u od 1 do 500 (fubovolné)

object-number

e R Cislo SLA operacie, ktorej stav bude tento tracking object

uchovavat.
state Uchovava navratovy kéd (OK, OverThreshold, ...)
reachability Uchovava vSeobecn(l (Uspesnost

Pozor:

= Poénlc verziou IOSu 12.4(20)T, 12.2(33)SXI1 a 12.2(33)SRE je prikaz
track rtr nahradeny prikazom track ip sla

Priklad pouzitia B

Customer
A

10133 )

Primary Path

Internet )

o5

Rl (config)# ip sla 11

Rl (config-ip-sla)# icmp-echo 10.1.3.3

Rl (config-ip-sla-echo)# frequency 10

Rl (config-ip-sla-echo)# exit ! 2x

Rl (config)# ip sla 22

Rl (config-ip-sla)# icmp-echo 172.16.3.3

Rl (config-ip-sla-echo)# frequency 10

Rl (config-ip-sla-echo)# exit ! 2x

Rl (config)# track 1 ip sla 11 reachability

Rl (config-track)# delay down 10 up 1

Rl (config-track)# exit

Rl (config)# track 2 ip sla 22 reachability

Rl (config-track)# delay down 10 up 1

Rl (config-track)# exit

Rl (config)# ip sla schedule 11 life forever start-time now
Rl (config)# ip sla schedule 22 life forever start-time now
Rl (config)# ip route 0.0.0.0 0.0.0.0 10.1.1.1 2 track 1

Rl (config)$# ip route 0.0.0.0 0.0.0.0 172.16.1.1 3 track 2

Dohlad nad siet'ou
Syslog, SNMP

Sluzba Syslog

= Syslog je siet'ovy protokol
vyuzivajuci UDP/514 a
prenasa textové spravy
(hlavicka je binarna)
« Pdvodne Unix sluzba pre

centralizované zbieranie
systémovych zaznamov

= Kazda sprava ma
vyznacenu zavaznost
(severity) a povod (facility)

IJESLD

= Syslog je v suCasnosti Buffer ~ Console tty Syslog
univerzalne podporovany -
na vSetkych (solidnych)
sietovych prvkoch




Urovne zavaznosti sprav Syslog

Cim nizsie &islo v Cisco znadeni, tym vadésia zavaznost

Zavaznost' v terminolégii Syslog Zavaznost' v Cisco oznaceni

Emergency Level 0, najvyS&ia Urover zavaznosti
Alert Level 1
Critical Level 2
Error Level 3
Warning Level 4
Notice Level 5
Informational Level 6
Debugging Level 7

Format Syslog spravy v Cisco 10S

$FACILITY-SUBFACILITY-SEVERITY-MNEMONIC: Message-text
L J L 1 L ! |

¥
[ |

%SYS-5-CONFIG I: Configured from console by
cwr2000 on vty0 (192.168.64.25)

= Systémové spravy zaéinaju znakom %

= Facility: Aspoii dve pismena vyjadrujice pdvod spravy (hardverovy
komponent, protokol, modul operaéného systému atd’.)

= Severity: Cislo od 0 do 7 vyjadrujluce zavaZnost spravy
= Mnemonic: Pomocny symbolicky textovy popis

= Message-text: Samotny obsah spravy

Konfiguracia Syslog v Cisco 10S

! Konfiguracia Syslog klienta (zariadenie bude posielat Syslog spravy
! na definovany server)

Switch (config)# logging host 192.0.2.1

Switch (config)# logging trap ?

<0-7> Logging severity level

alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)
debugging Debugging messages (severity=T)
emergencies System is unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)
notifications Normal but significant conditions (severity=5)
warnings Warning conditions (severity=4)

Switch (config)# logging trap informational

Zobrazenie nastaveni loggingu

! Konfiguréacia zaznamenavania sprav do buffera v pamati
! Parametre: velkost buffera v bajtoch, zavaZnost spravy
Switch(config)# logging buffered 10000 6

Switch# show logging
Syslog logging: enabled (1l messages dropped, 0 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)
Console logging: level debugging, 174 messages logged, xml disabled,
filtering disabled
Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled
Buffer logging: level informational, 3 messages logged, xml disabled,
filtering disabled
Logging Exception size (4096 bytes)
Count and timestamp logging messages: disabled

No active filter modules.
Trap logging: level informational, 43 message lines logged
Logging to 192.0.2.1(global) (udp port 514, audit disabled, link
up) , 2 message lines logged, xml disabled,
filtering disabled
Log Buffer (10000 bytes):

*Mar 1 01:40:47.395: %S8YS-5-CONFIG_I: Configured from console by console




Simple Network Management Protocol

= Je de facto jediny Standard
pre manazment v IP sietach Manager

= SNMP ma tri komponenty: u
= Network Management Application ) \_’
= Agenti — sucast spravovaného "

zariadenia, ktora implementuje / \
podporu SNMP | SNMP Message Exchange |
- MIB databaza — jednotiivé objekty F N

spravovaného zariadenia

Managed Managed
Device Device

= SNMP pracuje v dvoch
rezimoch Agent Agent

= Pull model — manazér ziskava
Udaje pravidelnym dopytovanim

= Push model — agent sam posiela
informacie manazérovi

MIB — Management Information Base

= Objekty na agentovi isa(1)
maju svoje identifikatory :
OID (Object IDentifier)

* OID su usporiadané v
stromovej Strukture

= Vrcholy maju Ciselny i
slovny nazov

= Konkrétny objekt je
adresovany cestou od
korena stromu

=Priklad: .1.3.6.1.2.1.1

iso(1) org(3) dod(6) internet(1)
mgmt(2)
mib-2 (1)
system (1)

internet(1)
private(4)

experimental(3)

tep(8)

Porty a UDP

=SNMP ako transportny mechanizmus pouziva
User Datagram Protocol (UDP) s portmi

=UDP Port 161 - SNMP Messages
= UDP Port 162 - SNMP Trap Messages

E;hemet e |
o { SNMP Message l GR?

SNMP Verzia1 (SNMPv1)

= Definovana v RFC 1157 = Set Request (Set)

= PouzZita na nastavenie MIB

= Definuje pat zakladnych sprav premennej na agentovi
= Get Request (Get)

= PoZaduje nacitanie hodnoty
objektu podfa OID

= Get Response (Response)

= PouZitd agentom na odoslanie
odpovede na GetRequesta

* Get Next Request (GetNext) GetNextRequest
= PouZita po potiato&nom ,Get * Trap
Request® na ziskanie dal3ej

= Zasielanie nevyZiadanej spravy

polozky z MIB z agenta na manaZéra
Get Request -
Retrieves value of specific MIB variable
Managed
Manager Get Next Request > DeVng

Retrieves next issuance of MIB variable

Set Request s Agent
Modifies the value of a MIB variable &
S |
J

Get Response
Contains values of requested variable

Trap




SNMP Verzia 2 (SNMPv2)

= Definovana v RFC 1441
= Problém s akceptaciou v IETF z dévodu bezped&nosti a administrativy
= Ma len experimentalne implementacie

= Community-based SNMPv2 (SNMPv2c)
= RFC 1901
= NajbeZnejSia implementacia SNMPv2
= SNMPvZ2c stale pouziva pre autentifikaciu pristupu iba nazvy komunit

= SNMPv2 pridava dva nové druhy sprav:
= Get Bulk Request:

= Zvy3uje v&konnost’ obmedzenim opakujlcich sa sprav
Request/Reply
= Inform Request:
= UmoZiuje informovat manazéra o vyskyte udalosti

= Prijem je potvrdzovany

SNMP Verzia 3

= Definované v RFC 3410 az 3415

= Hlavné vylepSenie je v aspekte autentifikacie a Sifrovania
prenasanych dat
= SNMPv3 ma tri irovne zabezecenia
= noAuthNoPriv
= Bez autentifikacie a Sifrovania

= authNoPriv

= Autentifikacia pomocou HMAC-MD5 alebo HMAC-SHA.
Sifrovanie nie poskytované

= authPriv
= Autentifikacia pomocou HMAC-MD5 alebo HMAC-SHA, Sifrovanie
pomocou DES, 3DES alebo AES.

= Cisco zariadenia v SNMPv3 podporuju User-based Security
Model (autentifikdcia menom a heslom)

Odporucania pre pouzivanie SNMP

= Komunitné retazce v SNMPv1 a SNMPv2 su prenasané
ako plaintext

= Komunitné retazce by sa mali menit' v pravidelnych intervaloch
podfa poZiadaviek sietovej politiky

= Ak cez SNMP len monitorujeme zariadenia, treba pouZivat iba
Read-Only komunitu

= Na riadenie pristupu zo SNMP manazZérov pouzivat ACL

= Nasadenie SNMPv3 je vysoko odporacané kvoli
autentifikacii a Sifrovaniu

Konfiguracia SNMP

= \Vytvorenie ACL pre limitovany pristup k SNMP agentovi
= Nastavenie SNMP komunit
= Nastavenie ciela pre zasielanie sprav SNMP Trap

= Aktivacia konkrétnych SNMP Trap sprav

Switch(config)# access-list 1 permit 10.1.1.0 0.0.0.255
Switch({config)# snmp-server community cisco RO 1
Switch(config)# snmp-server community xyzl23 RW 1
Switch(config)# snmp-server host 10.1.1.50 xyz123
Switch(config)# snmp-server enable traps ?
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